
Assessing the Use of Call Detail 

Records (CDR) for Monitoring 

Mobility and Displacement

FEBRUARY 2021

© UNHCR/Frederic Noy



Disclaimer: This publication was issued without formal editing by IOM.





Assessing the Use of CDR for Monitoring Mobility and Displacement4

This report was prepared by the following Masters in Public Affairs students at the Princeton University 
School of Public and International Affairs (SPIA): 

Talia Gerstle
Talia is concentrating in international development. Prior to Princeton, she spent several years working with an 
NGO on refugee integration in Madrid, Spain, and as a coordinator in a refugee camp on Lesvos, Greece. Last 
summer, Talia interned with IOM’s Special Envoy for the Venezuela Situation, supporting the DTM team on a 
range of projects. Talia has a BA in International Studies from the University of Michigan and speaks Spanish 
and French. 

Maya Hardimon
Maya is pursuing a concentration in international relations. Before coming to Princeton, she worked in nuclear 
policy education and volunteered with several refugee resettlement agencies. Last summer, she interned with 
the nonprofit Hope for Haiti, where she focused on public health communications and education assistance. 
Maya has a BA in Arabic Studies and Government & Politics from the University of Maryland, and she speaks 
Arabic and French. 

Galen Hunt 
Galen is concentrating in international development. Before coming to Princeton, he served in the Peace 
Corps in Guatemala working with youth. He has also worked in social services for asylum seekers in Tucson, 
AZ. Galen has a bachelor’s degree in international relations from Brown University and speaks Spanish.

Iona Main
Iona is concentrating in international relations and is the co-chair of SPIA student government. Prior to 
Princeton, she worked as a foreign policy adviser in the Australian Prime Minister’s department. Over the 
summer, she interned at the World Bank. She holds a Bachelor of Commerce and a Bachelor of Arts from the 
University of Sydney, and speaks Indonesian and French. 

Liza Paudel
Liza is pursuing a concentration in International Development, and specializing in technology policy under the 
Science, Technology, and Environment Program (STEP) certificate. Before Princeton, she worked on program 
and policy evaluation of federal workforce development programs in the US at MDRC. Last summer, she 
interned with Open Society Foundations on monitoring and evaluation of grants and investment portfolios. 
She has a BA in International Relations and Women’s Studies from Colgate University, and speaks Nepali, 
Hindi, and French.

Daniel Pontón
Daniel is concentrating in international development. Before coming to Princeton, he spent two years working 
for the global education arm of the Tony Blair Center for Global Change and then two years serving in the 
Peace Corps in Ecuador. Daniel studied religion and political thought at the University of Virginia and speaks 
Spanish. 

About the Researchers



 5

About the Researchers
Sri Harshita Rallabhandi
Harshita is concentrating in international development, and interned this year with Unidos-US (formerly 
National Council of La Raza), conducting research in immigration and health policy. Prior to Princeton, she 
worked at a social impact consulting firm in India, designing and implementing skill and youth development 
programs. Harshita then worked at two global health nonprofit organizations, managing proposals and advocacy 
communications. Harshita holds a bachelor’s degree in Public Health from the University of California, Berkeley 
and speaks Telugu and Spanish. 

Kaitlin Roh
Kaitlin is focused on international development and aid, interning this year with the Global Development 
Incubator, conducting research for a refugee investment startup. Before coming to Princeton, Kaitlin worked 
with local and refugee communities in Jordan through implementing NGOs and USAID, and she supported 
youth with disabilities and their families transition out of high school in New York City. Kaitlin has a bachelor’s 
degree in Political Science and Educational Studies from Macalester College and speaks Arabic.

Maria Romano
Maria has focused her studies on international development and interned this year with Innovations for 
Poverty Action-Colombia. Prior to Princeton, she conducted research on youth labor migration in Togo, 
India, and China and worked for two years at a Maryland nonprofit that provides afterschool education and 
workforce development to Latino youth and their families. She also spent over two years at DAI, a USAID 
implementing partner, where she managed two local governance projects-- one in Honduras and the other in 
Kosovo. Maria has a bachelor’s degree in Public Policy and Cultural Anthropology from Duke University and 
speaks Spanish and French.

Emily Tenenbom
Emily is pursuing a concentration in international development. Prior to Princeton, Emily worked for the NYC 
Mayor’s Office of Criminal Justice on reducing unnecessary incarceration. She then spent two years working 
with grassroots nonprofits abroad, including in a refugee camp in Greece. Last summer, she interned at the 
United States Institute of Peace on preventive diplomacy and justice reform efforts. She holds a bachelor’s 
degree in Political Science and the Comparative History of Ideas from the University of Washington and 
speaks Spanish. 

Julia Tuttle
Julia is pursuing a concentration in international development. Prior to graduate school, Julia worked for 
IDinsight in Zambia where she conducted monitoring, evaluation, and research of development projects 
across Sub-Saharan Africa. She studied global health and cultural anthropology as an undergraduate at Duke 
University.

About the Researchers



Assessing the Use of CDR for Monitoring Mobility and Displacement6

Table of Contents

Acknowledgements 7

Acronyms and Abbreviations 8

Executive Summary 10

Project Overview & Methodology 11

Introduction 13

Practical Considerations 18

Regulatory & Policy Considerations 21

Ethical Considerations 26

Conclusion 31

Appendices 33

Appendix A: Interviews & Speakers 34

Appendix B: Case Studies 36



 7

Acknowledgements
We owe a debt of gratitude to the many individuals whose knowledge, wisdom, and guidance 
carried us through this project. 

We would like to thank Nealin Parker, Princeton’s workshop facilitator, for her patience and her 
dedication to completing this project. 

We would like to thank Brian Kelly, Nuno Nunes, and Rizki Muhammad who conceived of 
this partnership, and Robert Trigwell and Prithvi Hirani for their exceptional involvement and 
commitment to this project as the main points of contacts at IOM. 

We would like to thank the administration at the Princeton University School of Public and 
International Affairs for facilitating our participation in this project, especially Karen McGuinness and 
Ryan Linhart.

Finally, we extend our gratitude to all our interviewees and class speakers who made this 
experience meaningful.

Acknowledgments



Assessing the Use of CDR for Monitoring Mobility and Displacement8

Acronyms and Abbreviations

CCCM
Camp Coordination and Camp 
Management

CDR Call detail records

COVID-19 Coronavirus disease 2019

CSO Civil society organization

DoE
Department of Emergencies, a 
department within IOM

DTM
Displacement Tracking Matrix, a 
system used by IOM

DRR Disaster Risk Reduction

EU The European Union

GDPR
General Data Protection 
Regulation of the European 
Union

GSM
Global System for Mobile 
Communications

GMDAC
Global Migration Data Analysis 
Centre of IOM

HO Humanitarian organization

HRC
United Nations Human Rights 
Council

ICRC
International Committee of the 
Red Cross

ICT
Information and communication 
technologies

IDMC
Internal Displacement Monitoring 
Center

IDP Internally displaced persons

IRC International Rescue Committee

IOM
United Nations International 
Organization for Migration

IOM HQ IOM Headquarters

IP Internet protocol address

LEG
Office of Legal Affairs, an office 
within IOM

MNO Mobile network operator

MPA
Migrant Protection and 
Assistance, a division within IOM

NGO Non-governmental organization

OCHA
United Nations Office for the 
Coordination of Humanitarian 
Affairs

SIM Subscriber identity module

SMS Short message service

SPIA
The Princeton School of Public 
and International Affairs

UN The United Nations

UNFPA United Nations Population Fund

UNHCR
United Nations High 
Commissioner for Refugees

USAID
United States Agency for 
International Development

VoIP
Voice over internet protocol 
address

WFP
United Nations World Food 
Programme

General Report



 9

Related to Case Studies

Bahamas

DPA Data Protection Act

Dominica

CARIFORUM The Caribbean Forum

NTRC
National Telecommunications 
Regulatory Commission

Ecuador

CNT
National Telecommunications 
Corporation

EPEC
Human Mobility and Host 
Community Survey

El Salvador

DGME
Director General of Migration 
and Foreign Affairs

IUDOP
Central American University’s 
Institute for Public Opinion

PDDH
Office of the Human Rights 
Ombudsman

SIGET
Superintendent General 
of Electrical Power and 
Telecommunications

Guatemala

SOSEP
The Secretariat of the 
President’s Wife

Honduras

ACI-Participa
Association for Participative 
Citizenry

CONADEH
National Commission for 
Human Rights

IPANDETEC
Panamanian Institute of Law and 
New Technologies

Federated States of Micronesia (Micronesia)

FSMTC
Federated States of Micronesia 
Telecommunications 
Corporation

TC&I
Department of Transportation, 
Communication, and 
Infrastructure

Philippines

BARMM
Bangsamoro Autonomous 
Region in Muslim Mindanao

BRaVE
Biometric Registration and 
Verification system

DITO
Dito Telecommunity 
Corporation

DSWD 
Department of Social Welfare 
and Development

ISIL
Islamic State of Iraq and the 
Levant

NDRRMC
National Disaster Risk 
Reduction and Management 
Council

NPC National Privacy Commission

PhilSys Philippine Identification System

Acronyms and Abbreviations



Assessing the Use of CDR for Monitoring Mobility and Displacement10

Executive Summary
This report, jointly produced by Princeton University and the International Organization for Migration (IOM), 
provides an overview of the opportunities, limitations, and risks of using call detail record (CDR) data for 
monitoring human mobility and displacement. While the humanitarian sector has expanded its data collection 
efforts in recent years, data gathering with current methods remains costly, challenging, or sometimes impossible. 
CDR presents a potentially valuable opportunity for humanitarian actors and stakeholders interested in the 
pursuit of mobility and displacement monitoring to expand upon their existing methods. This report sought 
to address the question: to what extent is CDR use ethically permissible and practically feasible in shaping 
humanitarian response in diverse displacement contexts, by enabling better analysis of mobility? Focusing on 
ten case studies, including desk research and interviews, CDR use cases were categorized into three areas: 
humanitarian response, disaster preparedness, and understanding general mobility patterns. The research 
focused on potential use cases for responding to displacement in humanitarian contexts, though other causes 
of mobility raised in case studies were also considered. Findings are divided among practical, regulatory, and 
ethical considerations for CDR use: 

Practical: Because CDR data tracks SIM cards, the potential value of CDR is highest in places where many 
individuals have a personal SIM that is used frequently. Skewed cell phone use patterns can lead to data bias. 
The geographic precision of CDR relies on available cell tower coverage. When there are multiple mobile 
network operators (MNOs) in a country, multiple data sharing agreements would be required. Presence of 
multiple MNOs may also mean people have multiple SIM cards, which may skew analysis. Finally, there are 
significant practical barriers to monitoring mobility and displacement in cross-border crises. 

Regulatory: No explicit international legal framework governing the use of CDR exists. Generally, national data 
protection laws in case studies provide low data protection but should not hinder humanitarian organizations’ 
access to CDR data. Humanitarian agencies must also consider the advantages and disadvantages of different 
data sharing models for implementing a CDR program, including: data sharing agreements with MNOs, working 
in partnership with national governments, or working with third-party organizations. 

Ethical: The use of CDR data has direct and indirect ethical impacts on displaced populations. To mitigate 
ethical risks, proper data management is essential at every step, including data collection, security, analysis, 
retention, and publication. Direct impacts of CDR use may include border closures, risks to irregular migrants, 
targeting of vulnerable groups by malicious actors, and exclusion of subgroups from analyses and services 
due to biased data. Indirect impacts may include negative effects on humanitarian agency and host country 
relationships, precedent-setting for sensitive data use, incentives to continue CDR programs despite potential 
issues, and reputational damage to humanitarian organizations. 

Before deciding to set up a CDR program, further investigation and analysis including consultations with 
displaced populations, risk-benefit analyses, and stakeholder mapping should be conducted. Prior to setting up 
a CDR program in each context, humanitarian actors should: 
• Involve relevant stakeholders, including displaced populations, civil society, and humanitarian organizations, 

in the project’s design and implementation.
• Establish CDR infrastructure before displacement-causing events occur. One of the added values of CDR 

is its timeliness; therefore, a CDR program would need to be set up well in advance of its use. 
• Improve the organization’s data management capacity at both the HQ and country office levels. Agencies 

and actors should consider creating an internal data and technical working group or unit within the 
organization for all emerging technologies, including CDR. 
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Project Overview & Methodology
Overview and Key Research Objectives
Princeton SPIA graduate students conducted research 
from August to November 2020 on the use of CDR in 
humanitarian responses to internal and cross-border 
displacement. The main partner for this research is 
the United Nations’ Migration Agency, IOM.   

In recent years, IOM has significantly expanded its 
efforts to collect data to better understand global 
migration flows and identify priority need areas 
across humanitarian and displacement contexts. Since 
2004, IOM’s Displacement Tracking Matrix (DTM) 
has collected and analyzed migration data in over 
72 countries, implementing mobility tracking, flow 
monitoring, registration, and surveys.1  This data has 
been utilized to provide detailed information on 
the mobility, needs, and vulnerabilities of displaced 
persons to improve humanitarian assistance and 
guide the policies of IOM and other actors. 

Despite these expansions, data gathering with 
current methods remains costly, challenging, or in 
some cases impossible. CDR presents a potentially 
valuable addition to humanitarian agencies’ existing 
methods of monitoring displacement and mobility.   
In the event of humanitarian disasters, and especially 
in difficult operating environments, the ability to 
rapidly triangulate data sources to verify and enrich 
information is critical. However, triangulation is 
often impossible due to the lack of secondary and 
tertiary data points. Despite its potential benefits as 
an additional data source for triangulation, CDR also 
presents unique challenges and ethical concerns. 

This report provides humanitarian agencies and 
organizations like IOM with an overview of the 
opportunities, limitations, and risks of CDR use. 
It seeks to address the question: to what extent 
is CDR use ethically permissible and practically 
feasible in shaping humanitarian response in diverse 
displacement contexts? In accordance with the 
project’s scope, this research is intended to identify 
challenges and solutions in considering the use of 
CDR across different contexts, but this report does 
not make a recommendation about the adoption 

of CDR. This report focuses on potential use cases  
for humanitarian organizations responding to 
displacement in humanitarian contexts. The cases 
include countries with other causes of mobility, such 
as climate change, but much of the analysis and 
conclusions are focused on the humanitarian context.

Methodology
The analysis evaluates potential CDR use in ten 
humanitarian and high mobility contexts: the 
Bahamas, Bangladesh, Dominica, Ecuador, 
El Salvador, Guatemala, Haiti, Honduras, 
Federated States of Micronesia (Micronesia), 
and the Philippines. It also draws upon the diverse 
perspectives of IOM country offices, government 
officials, other international organizations, civil society 
groups, MNOs, and displaced persons. Findings fall 
into three fundamental areas of consideration for 
CDR use: practical, regulatory, and ethical. 

More specifically, this research examines CDR use 
across different types of humanitarian and mobility 
contexts:

• Practical considerations: Under what 
conditions is CDR useful for tracking mobility, 
and does CDR capture representative data of 
the population of interest? 

• Regulatory environment: What regulatory 
environment is conducive to a CDR program?

• Ethical considerations: What is required to 
ensure any CDR program adheres to ‘Do No 
Harm’ principles, and what are the key ethical 
risks of a potential CDR program?

The research team synthesized findings into four 
deliverables: a questionnaire, detailed case studies, 
a final report, and a presentation of the findings. 
The deliverables were informed by desk research, 
supplementary interviews with global experts and 
case country stakeholders, and expert review panels. 
This project built on existing research and literature 
on the prior use of CDR, displacement tracking, and 
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the ethics of using big dataa,2 in humanitarian settings. 
The purpose of the desk research was fourfold: 1) 
provide baseline understanding of specific country 
contexts; 2) address the key questions around 
CDR; 3) identify knowledge gaps that could be filled 
through interviews; and 4) prompt avenues for future 
research/areas of focus.

Experts from humanitarian agences such as IOM, 
United Nations World Food Programme (WFP), 
International Committee of the Red Cross  (ICRC), 
United Nations Office for the Coordination of 
Humanitarian Affairs (OCHA), Flowminder, and other 
organizations presented to SPIA graduate students 
on relevant topics, including forced migration, basics 
of cell tracking, DTM fundamentals, prior use of CDR, 
ethics, and human-centered design.  In case studies, 
desk-study reviews were complemented by semi-
structured interviews with up to four in-country 
stakeholder groups: government, displaced populations 
and civil society groups, MNOs, and humanitarian 
organizations. The first of two expert review panels 
included three individuals who have experienced 
displacement, who evaluated and helped ground 
initial findings in the lived experiences of people who 
have been forcibly displaced. The feedback provided 
was especially helpful for examining potential 
ethical concerns. In the second expert review, IOM 
representatives provided feedback on the findings 
from the perspective of humanitarian responders.  

Limitations
The short time frame of this project limited its scope 
and depth. Among these limitations is the fact that ten 
unique case studies do not represent the full range of 
contexts where humanitarian agencies may consider 
CDR use. Due to the focus on CDR data, this project 
did not review the use of other forms of big data, 
including: social media, bluetooth technology, money 
transfers, internet based sources (e.g. anonymized 
search query records, internet protocol (IP) address 
mapping from emails), and others. If a case study was 
encountered in which CDR was impractical, other 
uses of big data were not examined.
This research may also have limitations with 
a     Big data refers to “the large amounts of digital data continually generated 
by the global population. Big Data is characterized by the “3 Vs:” greater volume, 
more variety, and a higher rate of velocity. A fourth V, for value, can account for the 
potential of Big Data to be utilized for development.”

regards to representation and potential bias given 
a smaller sample of interviews. Due to COVID-19, 
all interviews conducted were virtual rather than in-
country field research, which reduced the number 
and quality of interviews. Researchers were only 
able to interview one to two individuals from each 
stakeholder group at most, and the virtual nature 
hindered snowball sampling. As such, this study does 
not claim to represent the full range of perspectives 
on any given issue, but rather to present critical ideas 
and perspectives as they arose in the case studies. 

There were limited interviews with displaced persons, 
despite the researchers’ belief that their voices and 
experiences are critical to decision-making on this 
issue. There were three displaced persons on the 
first review panel, selected because they represent 
various geographic and disaster contexts. Though 
they each provided extremely valuable feedback, 
these interviews do not represent the vast range of 
perspectives and experiences of all those who have 
been displaced.

During interviews, appropriate qualitative research 
methods were used, including triangulating different 
perspectives, developing rapport with respondents, 
avoiding leading questions, and asking respondents to 
rephrase ideas if the intended meaning was unclear. 

SPIA is a policy school. This team of researchers 
have professional experience working with displaced 
persons, on displacement policy, on technology 
policy, and on issues of privacy and other ethical 
considerations. Researchers do not have legal 
backgrounds and could not provide a legal review. 
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Sender ReceiverCell tower 1 Cell tower 2
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Introduction
What Is CDR?
CDR is anonymized digital records collected by 
MNOs each time a subscriber makes a call or sends 
a short message service (SMS) through their mobile 
phone. Subscriber identity module (SIM) numbers 
and cell tower locations constitute the essential 
components of CDR data for our purposes; in that 
respect, CDR data is considered metadata.a,3  When 
this metadata is aggregated across a large number of 
people over a significant period of time, it contains 
many data points and becomes a form of big data.  
When subscribers use cellular data to access the 
internet, this also creates records which are stored by 
MNOs. Although this data could be included in data 
ba     Metadata is a set of data that describes and gives information about other 
data. 

sharing agreements and analyzed alongside call and 
SMS data, it is not the focus of this report. Figure 1 
below shows the process of how CDR data captures 
mobility.

CDR has been used in multiple contexts in recent 
years, including to aid in humanitarian disasters, since 
2010.b  For example: 

• Flowminder, a nonprofit that uses mobile 
operator, geospatial, and survey data to analyze 
movements of people affected by humanitarian 
disasters, has used CDR data from the MNO 

cb     A list of projects using CDR and other mobile phone technologies to in-
form migration policy and research can be found in the “Data Innovation Directo-
ry” from the Migration Data Portal. https://migrationdataportal.org/data-innovation

Figure 1: How CDR captures human movement

When a disaster such 
as a hurricane hits, the 
user sends or receives a 
call or an SMS with their 
mobile phone, which 
contans a SIM card.

The SIM card “pings” the 
cell tower nearest to 
the sender, in order to 
connect with the mobile 
phone network to which 
the SIM is subscribed.

The network transmits the 
call  across towers until it 
reaches the tower nearest 
to the intended receiver, 
at which point the tower 
connects to the receiver’s SIM.

The location data 
for both starting 
and ending towers 
is recorded, and the 
event is timestamped 
(in red). 

MNOs collect CDR data in order to bill their customers; 
SIMs are matched to subscribers’ names during the billing 
process. For developing a general understanding of the 
caseload or flow of displacement after a disaster, or of 
human movement to inform a public health response, 
humanitarian actors and stakeholders considering the 
use of CDR  do not require all the components of 
MNOs’ customer activity data. 

CDR data that has been 1) anonymized, 2) aggregated, 
and is less specific in either the 3) timing or 4) 
geolocation of the call can prevent the identification of 
individuals through personal data. Because it is critical to 
ensure that individuals’ identities are not compromised 
in humanitarian settings, this report focuses on 
applications of aggregate and anonymized CDR data; 
unless otherwise specified, all references to CDR data 
in this report assume the data is in this form. 

https://migrationdataportal.org/data-innovation
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Digicel in Haiti since 2010. CDR data was used 
to effectively analyze population movements, 
including immediately after the 2010 earthquake 
and subsequent cholera outbreak.4  These ex-
post population movement estimates were more 
accurate than government estimates used during 
relief operations (as verified by a retrospective 
population-based United Nations Population 
Fund survey).5  After Hurricane Matthew in 
2016, Flowminder shared CDR data with 
WFP, who used this data to better understand 
displacement patterns, risks of cholera spread 
due to displacement, and distribution of phones 
to inform their emergency cash transfer program. 

• Flowminder analyzed CDR data for mobility 
patterns following the 2015 earthquake in 
Nepal where it had a pre-existing data sharing 
arrangement. This analysis informed relief agencies 
of the number and location of people affected 
by the disaster.6  Flowminder also analyzed CDR 
data to examine mobility patterns following a 
2013 cyclone in Bangladesh.7 

• CDR data was used to track human mobility in 
Rwanda from 2005 to 2009. Researchers from 
University of California, Berkeley analyzed phone 
records of 1.5 million Rwandans over four years 
to understand temporary and circular migration.8  

To date, while IOM has not conducted independent 
CDR analysis, Flowminder has recently partnered with 
IOM Haiti to analyze mobility related to COVID-19.9  

Different models for obtaining CDR data
The basic component of a CDR program is a data 
sharing agreement that would allow a humanitarian 
agency access to anonymized and aggregate data, 
either for a specified period of time or circumstance 
(such as in the event of a disaster) or longer-term. 
The term “data sharing agreement” is frequently used 
in data protection law, so it is used throughout this 
report. However, though this term may imply two-
way data sharing between organizations, any CDR 
project would entail the one-way flow of data from 
the MNO to the humanitarian agency. 

One essential element of a data sharing agreement 
is the articulation of where data will be housed. The 
approach used by Flowminder in their work thus far 

is a model for data storage that helps minimize risk 
to all stakeholders. Under Flowminder’s agreements, 
the code to aggregate and analyze data is brought 
to the MNO, which keeps the data on their secure 
servers throughout the process. Information is only 
shared with Flowminder in the form of analyzed 
results, at which point there are just aggregate trends, 
not individual data points. This approach ensures that 
third-party organizations have less responsibility for 
data security, and it allows MNOs the greatest level of 
control over data for which they have the obligation 
and/or desire to protect. Under some conditions, 
MNOs may be willing to run the code for aggregating 
and anonymizing data themselves. However, as is the 
case with Flowminder, MNOs may benefit from the 
support of a technically savvy person (or team) from 
humanitarian organizations to ensure the analysis is 
done in a way that is most useful for humanitarian 
purposes. Some MNOs may require compensation 
for their contributions. Another option would be for 
the humanitarian organization to place an individual 
within the MNO to conduct analysis; this person 
would be subject to any employee confidentiality 
agreements at the MNO, but would have know-how 
from humanitarian organizations in order to conduct 
analysis that would be useful. 

For the purposes of this report, when we refer to 
sharing of CDR data, we are talking about a model 
where humanitarian agencies are permitted access to 
the results from analyzed, aggregated, and anonymized 
data, rather than possess any raw data. This data from 
an MNO could be shared with a humanitarian agency 
through a variety of data flow approaches (which will 
be discussed in depth in the regulatory section). 

For example, if IOM is the humanitarian agency 
getting access to the CDR data:
1. MNO → IOM: The MNO shares CDR data with 

IOM directly.
2. MNO → Government → IOM: The MNO 

shares data with the host country government, 
which then shares data with IOM.

3. Government-owned MNO → IOM: If the 
MNO is government-run, the host country 
government may have direct access to CDR data, 
which could then be shared with IOM.

4. MNO → Third Party → IOM: The MNO shares 
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CDR data with a third party, like Flowminder, that 
then shares analyzed data with IOM.

A basic component of these models includes technical 
assistance for the MNO to aggregate, anonymize, 
and potentially analyze data in support of a CDR 
monitoring program. MNOs may need incentives 
to participate in a CDR program, which may include 
incorporating the work as part of their corporate 
social responsibility (CSR) portfolio, opportunities for 
positive public relations, improved relationships with 
the government or other stakeholders, or technical 
support and training for MNO staff. 

Guiding Ethical Frameworks
This report explores ethical implications of CDR data 
use through the lens of the ‘Do No Harm’ principle and 
the ICRC’s widely-accepted humanitarian principles 
of humanity, neutrality, impartiality and independence. 
The ethical framework employed in this analysis builds 
from the IOM Data Protection Manual, the ICRC 
“Handbook on Data Protection in Humanitarian 
Action,” the Humanitarian Data Science and Ethic 
Group’s (DSEG) “Decision Tree for Humanitarian 
Data Science Operations,” IOM’s Migration Data 
Strategy, and Hugo Slim’s Humanitarian Ethics: A 
Guide to the Morality of Aid in War and Disaster. The 
report also considers the ethical implications of “big 
data”c in humanitarian contexts.

CDR poses noteworthy risks to data protection and 
privacy.  However, refraining from using a potentially 
beneficial technology is often not a morally neutral 
decision.   If CDR could improve humanitarian assistance 
in a given setting, the decision to not act could have 
adverse effects, and the potential negative impacts 
of inaction must be weighed accordingly. The ethical 
section of this report explores how a humanitarian 
agency could maximize the opportunities presented 
by CDR while limiting its risks.

Value of CDR Monitoring
CDR monitoring presents a unique opportunity to 
fill meaningful gaps in current global mobility and 
displacement data. Based on past uses, such as in 
dc IOM has already begun exploring these ethical implications in: Dodgson, Kate, 
Prithvi Hirani, Rob Trigwell, and Gretchen Bueermann. Rep. A Framework for the 
Ethical Use of Advanced Data Science Methods in the Humanitarian Sector. IOM 
Data Science & Ethics Group, April 2020.

Haiti since 2010, an established CDR program has 
the potential to provide mobility data more quickly 
and easily than in-person data collection; this is 
particularly useful when logistical, health, or security 
concerns make physical data collection difficult. Any 
organization considering CDR use, however, should 
first define the problem it is trying to address,  and 
then conduct a more rigorous examination of whether 
and how CDR would provide additional value in the 
specific context. The existing level of available data, 
either owned by or accessible to a humanitarian 
agency, would greatly influence the added value of 
CDR.  

This research focuses on the use of CDR to improve 
humanitarian responses to rapid-onset displacement 
crises; yet several case studies in this report highlight 
the potential for CDR to be used in other ways. Three 
main categories emerged through the use cases:
 
Humanitarian response: CDR could provide 
information on population movements during or 
immediately after a humanitarian disaster, which 
would be particularly useful when on-the-ground data 
collection is challenging. CDR could be triangulated 
with other data sources (like IOM’s DTM10) to inform 
needs assessments, damage assessments, and other 
evaluations to better target and deliver aid to affected 
populations. The timeliness, temporal and geographic 
resolution, and large volume of CDR data can present 
an important value-add in this category.

Disaster preparedness: CDR could be used to 
inform evacuation plans by revealing where people 
in need of evacuation are located and if they follow 
evacuation orders (e.g. in the Bahamas).11 This use 
case is practically sound because it would occur 
before a disaster, as part of “preparedness” when 
cell infrastructure is fully intact. However, the ethical 
dynamics of such use could be complex. Additionally, 
in contexts where rapid-onset disasters are frequent, 
knowing past displacement trends may inform future 
disaster planning.12

Understanding general mobility patterns: CDR 
could be used to track general movement patterns 
in a population. This could be useful to monitor 
slow-onset climate migration, such as in Micronesia. 

https://5f2cd2ba-741c-4b29-ae47-00a8291b1d3c.filesusr.com/ugd/d1cf5c_6af8feb771194453817d62c92cee2a21.pdf 
https://5f2cd2ba-741c-4b29-ae47-00a8291b1d3c.filesusr.com/ugd/d1cf5c_6af8feb771194453817d62c92cee2a21.pdf 
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Understanding general patterns could also help 
identify changes to these patterns in emergency 
contexts. CDR could also be used to better assist 
people moving across borders, though this would 
pose additional risks.  There are also some potentially 
valuable public health applications of CDR data.13  
Participatory mapping exercises for understanding 
population mobility often require one to two weeks 
for implementation and finalization. Using real time 
and historical CDR data to triangulate or even 
provide baseline data on mobility patterns at the 
beginning of an outbreak could be useful for rapidly 
understanding trends, such as the direction and 
volume of population mobility flows. This data could 
be overlaid with disease incidence maps to help guide 
disease outbreak preparedness and response efforts. 

In light of these use cases and research conducted for 
the ten case studies, the following characteristics of a 
disaster context lend themselves to the use of CDR: 
natural disasters are recurring, manmade conflict is 
limited, and displacement is largely internal. 

The value of CDR analysis is contingent on obtaining 
reliable and accurate CDR data from MNOs. The 
extent of additional value also depends on the quality 
of data currently available from existing tools such as 
IOM’s Displacement Tracking Matrix, national statistics 
offices, or other humanitarian organizations within a 
country or region. Other technological and practical 
limitations, legal and regulatory environments, and 
ethical considerations all impact the utility of CDR 
and are explored in depth in this report.

Barriers to Initial CDR Implementation 
Implementation of a new CDR project requires 
navigating a complex, multi-stakeholder environment. 
The main barriers to initiating operations are a result 
of three overarching problems: different stakeholder 
interests, uncertain costs and benefits, and time 
inconsistency. Relevant stakeholders are motivated 
to varying degrees by the practical, regulatory, and 
ethical considerations explored in this report, as well 
as cost and technical capacity. The extent to which 
actors consider each factor, and their willingness to 
incur costs or accept risks, depends on their short- 
and long-term incentives within a given context. 
Key stakeholders in any CDR project include 

headquarters, country offices, host governments, 
other humanitarian organizations, civil society, 
displaced and mobile populations, and MNOs. Ahead 
of establishing a CDR program, it would be helpful to 
thoroughly understand the specific interests of each 
stakeholder group within the country. Some potential 
differing perspectives to anticipate include:
 
• MNOs may lack incentives to expedite 

implementation processes due to fear of a data 
scandal resulting in customer loss, privacy and 
data protection concerns, or other potential legal 
concerns.  

• Governments’ willingness to collaborate will 
be affected by their political will and the public 
optics of engaging in a CDR project. Specific 
technological challenges, data protection and 
privacy, resources required to create data sharing 
agreements, and legal concerns may hinder their 
interest.  Political contexts may also influence 
governments’ incentives.

• Humanitarian organizations will likely focus 
on ethical concerns, data protection and privacy, 
and issues of reputational risk that could hinder 
their other programs within a country. Perhaps 
most importantly, distrust in humanitarian 
organizations among displaced and mobile 
populations is already a high concern. If affected 
populations know they are being tracked, this 
could further damage their trust in humanitarian 
organizations.14 High entry costs and resource 
prioritization may also decrease humanitarian 
organizations’ willingness to use CDR.

The uncertainty around ethical concerns surrounding 
CDR usage and the high-stakes context of 
humanitarian work has likely impeded take-up of 
CDR.15 Without demonstrable, tangible benefits in a 
given context—as well as evidence that the benefits 
outweigh any potential risks—there may be political 
or cultural resistance to change within an organization, 
between actors, and among affected populations. The 
lack of an agreed-upon framework or organizational 
experience with CDR analysis contribute to further 
uncertainty.

To be effective, a CDR program would need to be 
set up well in advance of when it would be used to 
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monitor displacement; a primary benefit of CDR is 
its timeliness, but establishing data sharing agreements 
and other required infrastructure could prove time-
consuming. As seen in Figure 2, a time inconsistency 
problem arises because the demand for CDR does 
not coincide with the necessary period to invest in 
developing a CDR program. Therefore, CDR may 
be especially useful in contexts where there are 
predictable or recurring displacement events and 
this infrastructure can be used for preparedness and 
response.

This is an especially pertinent challenge in the context 
of unpredictable rapid-onset disasters. For example, 
when Hurricane Dorian hit the Bahamas in 2019, 
IOM considered the  use of CDR for monitoring 
displacement. However, significant delays prevented 
the necessary legal agreements and management 
capacity from IOM headquarters to be established 
in time for CDR data to be used. In contrast,  
Flowminder set up CDR in Haiti after the 2010 
earthquake providing valuable information about how 

CDR might be used to predict displacement patterns 
after a natural disaster.16  IOM and other humanitarian 
organizations were able to use CDR to triangulate 
data during Haiti’s cholera outbreak later in 2010 and 
again after Hurricane Matthew in 2016. 

Establishing a CDR monitoring program in advance 
requires financial investment, significant legal effort 
including drafting relevant contracts and data sharing 
agreements, technological capacity and expertise, 
and physical technology infrastructure. There are 
also opportunity costs involved that ought to 
be considered; humanitarian organizations face 
competing demands for time and resources, and often 
have more urgent priorities. Furthermore, additional 
ethical considerations arise when implementing 
a technological monitoring program prior to a 
displacement event or when it is not expressly 
needed. While preparedness is necessary, having such 
technology available in a non-emergency context may 
raise surveillance concerns. 

This stylized graph depicts the time inconsistency issue between CDR’s barriers and potential value. If CDR is set 
up before a disaster strikes (at some time on the left hand side of the graph), CDR’s value increases immediately 
following a disaster (in green). However, setting up CDR before a disaster is challenging, as it requires overcoming 
high barriers (in blue) despite low value (in green). Despite this tension, organizations would need to set CDR 
up ahead of time for it to be valuable. If this doesn’t happen, CDR’s value would not be realized (in purple). 
The barriers are driven by the different incentives and uncertain costs mentioned above. During periods of non-
emergency, there are concerns with protecting reputations, surveillance and privacy, and there’s less urgency since 
it’s unknown when a disaster may strike.  As a result, it is hard to get stakeholder alignment and put the necessary 
data sharing agreements in place. However, at a moment of disaster, there’s a shift in priorities where the main 
concern is being able to deliver humanitarian aid. Right after a disaster, knowing where people are and where 
they’re moving would be extremely valuable.

Figure 2: Time Inconsistency and Value-Add of CDR
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Practical Considerations
The following section examines the conditions which 
would make CDR data useful for tracking mobility. 
The main consideration is whether CDR would 
capture representative data on the mobility of the 
entire population of interest. This is influenced by 
both mobile phone use patterns and mobile phone 
infrastructure. 

Use patterns
CDR data tracks SIM cards, not individual 
people. None of the case studies have universal or 
uniform cell phone use, in other words, where every 
individual has a single SIM card, carries it constantly, and 
uses it regularly. Rather, many contexts feature families 
sharing one SIM card or one individual owning and 
using multiple SIM cards. These differences in use and 
ownership patterns suggest that while CDR reflects 
the movements of SIM cards, this may not provide 
a complete picture of the movements of individuals 
or populations. Additional issues concerning how 
CDR does not track individual persons are examined 
throughout this section. 

The potential value of CDR is highest when cell 
phone use for phone calls and SMS messages 
is common across the population of interest. 
In this report’s ten case studies, rates of cell phone 
penetration (measured as number of mobile 
subscriptions per 100 inhabitants) ranged from 22 in 
Micronesia to 155 in the Philippines. Penetration rates 
over 100 indicate that individuals often hold more 
than one mobile subscription, often with different 
MNOs. In countries like Micronesia, where cell phone 
penetration is particularly low, CDR may not provide 
representative information about overall population 
movements. 

Skewed cell phone access or use among  
population subgroups can lead to biased 
representation in CDR data. Cell phone ownership 
is typically less common among more vulnerable 
populations, including women17  and children, the 
poor, and the elderly.18 In some contexts, when SIM 
cards are shared by families, cell phone use is often 
controlled by the head of household, making cell 
phone use less accessible to women and children.19  
In addition, marginalized populations are at times 
systematically excluded from cellular communication 
systems and would therefore be missing from CDR 
data. 

SIM card purchasing requirements affect who 
has access to cell phones and who is left out. 
MNOs in some countries, such as El Salvador, require 
individuals to show formal identification to obtain a 
SIM card. This requirement creates barriers for certain 
subgroups to own and use cell phones. Using CDR 
in these contexts presents the risk that only data 
from connected groups would be analyzed. Similarly, 

the Rohingya refugee community in Bangladesh is 
systematically denied cell phone access because 
a national ID is required to purchase a SIM card.20  
Instead, they have few options but to buy SIM cards 
informally from Bangladeshis, usually at significantly 
inflated prices and with the risk of subjection to 
regular government crackdowns.21   

Reliance on prepaid plans can also limit CDR’s 
accuracy. When most mobile users in a country 
subscribe to prepaid rather than monthly plans, CDR 
may become less reliable in the immediate aftermath 
of a natural disaster. After the 2010 earthquake in 

Figure 3: Use patterns affecting CDR data
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Figure 4: Subscriptions per 100 people

Haiti, displaced persons had difficulty finding mobile 
vendors selling phone credits. Even when people had 
cell phones in their possession, they were unable to 
use them for CDR-generating activities due to a lack 
of credits on their accounts.22   

In the aftermath of a disaster, MNOs may provide 
free cellular service, either of their own accord or 
by government mandate, which would mitigate this 
problem. This was the case in the Bahamas after 
Hurricane Dorian in 2019.23  This problem is also 
less severe when natural disasters can be anticipated 
and individuals with prepaid plans can buy additional 
credits in advance, as many Bangladeshis did in the 
days before Cyclone Mahasen in 2013.24  However, 
this strategy is irrelevant in the case of less-predictable 
displacement events.
 
Increasing reliance on non-CDR-generating 
communications poses an additional limitation. 
In many case studies, there has been increasing use 
of  Voice over Internet Protocol (VoIP) and internet 
messaging apps, such as WhatsApp and Facebook 
Messenger, rather than SIM calls and text messages. 

As noted in the introduction, use of these messaging 
apps through cellular data is recorded by MNOs and 
may be included in a CDR data sharing agreement. 
However, use of these apps through Wi-Fi would not 
generate CDR. As these methods of communication 
become more ubiquitous, CDR’s added value may 
become more limited. However, in many case studies, 
MNOs frequently send text messages to all users to 
provide general updates and notifications, sometimes 
more than once a day; receipt of these texts generates 
CDR, partially mitigating this concern. 

Infrastructure
The usefulness of CDR data may be limited by its 
lack of reliability in some disaster contexts and 
imprecision due to tower placement and data 
aggregation. Cell phone towers are often damaged 
during or in the immediate aftermath of a natural 
disaster, rendering CDR unreliable. In recent years, 
destructive hurricanes in the Bahamas and Dominica 
have left citizens without cellular service for days and 
weeks at a time; no CDR is collected in areas where 
networks are down. However, in destructive disasters 
where traditional data sources such as surveys, 
administrative data, and censuses are likely unavailable 
but towers remain intact, CDR has the potential to 
offer valuable information. Also, data aggregated at 
higher levels might not be precise enough to track 
small subgroups of interest to HOs, although tracking 
subgroups also presents ethical concerns which are 
discussed in depth in the ethical section. 

CDR data’s level of precision depends largely on 
the geographic coverage of cell towers. Denser 
distribution of cell towers provides more precise 
CDR data. Tower density is typically lower in rural 
areas, which means that estimates of rural mobility will 
often be less precise than those of urban mobility.25  
This is of particular concern when movements occur 
over short distances, which may not be captured by 
CDR if cell towers are widely spaced. 

When there are multiple MNOs in a country, 
multiple data sharing agreements may increase 
the accuracy of CDR data. Some case studies in 
this report, like Honduras and the Bahamas, have 
mobile markets that are dominated by a single 
MNO, while Ecuador and El Salvador have multiple 
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major providers. In some cases, it is common for 
users to switch between SIM cards from different 
providers. In Haiti, people switch between SIM cards 
primarily based on providers’ daily connectivity.26 
In other cases, people change between SIM cards 
based on which provider has better reception in 
a given geographical region. For these reasons, it is 
imperative to understand and account for patterns 
of SIM card use across different MNOs, in addition 
to cell phone penetration rate, when conducting 
CDR analysis. When multiple MNOs are in operation, 
and especially when people commonly own SIM 
cards from different providers, it would be useful for 
organizations to set up data sharing agreements with 
all major MNOs to maximize accurate information 
on population movements. 

Other Considerations
Establishing MNO buy-in for a CDR program 
is easier when there are prior instances of 
collaboration between MNOs and humanitarian 
organizations in a given context. First, the prior 
existence of a CDR program can help demonstrate its 
value and build trust between stakeholders. Second, 
the presence of data sharing agreements may make 
it easier to establish additional agreements, as new 
agreements could be modeled on existing ones. If an 

international MNO has been involved in a CDR data 
sharing agreement in one country, the same MNO 
may be more likely to do so in another country in 
which it operates.  Third, if one MNO has already 
been involved in a CDR program in a given country, 
it may be easier to secure buy-in from additional 
MNOs in the same country, and they may be more 
inclined to also enter CDR data sharing agreements. 

For example, in Haiti, Digicel has been involved in 
CDR projects, so it may be more inclined to enter 
into CDR data sharing agreements in other countries 
in which it operates, such as Dominica or El Salvador. 
In addition, Digicel’s involvement may encourage 
Natcom (the other MNO operating in Haiti) to share 
data in Haiti as well.  Among this report’s case studies, 
CDR projects have also already been conducted 
in Bangladesh, Guatemala, and Ecuador, suggesting 
similar potential opportunities. 

There are significant practical barriers to 
monitoring mobility in cross-border crises. When 
crossing borders, displaced and mobile populations 
often switch SIM cards  for connectivity in their 
new location. Monitoring these groups with CDR 
would therefore require data sharing agreements 
with MNOs on both sides of the border. Instituting 
these agreements may be complicated by different 
stakeholder relationships and regulatory frameworks 
across and between countries. 
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Regulatory & Policy Considerations
The following section examines the regulatory and 
policy environment for the implementation of a CDR 
project for humanitarian purposes. The regulatory 
environment impacts a CDR program in two ways: 
1) the degree to which it facilitates access to CDR 
data by a humanitarian agency or another third-party 
organization (it is important to note that preventing 
access may at times be appropriate and necessary to 
protect displaced populations); and 2) the degree to 
which it provides protection for displaced people 
and other affected persons.

Three main categories of policy influence both access 
to and protection of CDR data: international governing 
frameworks; national privacy and data protection 
laws; and rules granting emergency powers to the 
national government. This section examines these 
policies as well as the different models of data sharing 
agreements between stakeholders that are impacted 
by these policies.

Relevant Policies
There is no explicit international legal 
framework governing the use of CDR, though 
relevant guidelines and regulations can help 
inform proper use. In 2010, IOM became one 
of the first international organizations (IOs) to 
produce a mandatory data protection policy, the 
IOM Data Protection Principles, which were further 
elaborated into the Data Protection Manual.  IOM’s 
Data Protection Manual guides the organization’s 
use of personal data based on “relevant international 
standards, in particular the core data protection 
principles as recognized by many States, and through 
research on policies and procedures in other 
organizations”.27  Other humanitarian organizations 
such as ICRC and OCHA also produce guidelines for 
data protection and the ethical use of humanitarian 
data.28 The “Convention for the Protection of 
Individuals with Regard to Automatic Processing of 
Personal Data” of 1981 (updated 2018) is a Council 
of Europe treaty that sets international standards for 
automatic processing of personal information, though 
none of the case study countries in this report are 
party.29  In terms of regional agreements, the 2016 

General Data Protection Regulation of the European 
Union (GDPR) is considered to be the most 
comprehensive set of regulations for data protection.30  
With respect to data sharing to humanitarian actors 
and stakeholders, “reasons of public interest,” as 
discussed in Article 49 of the GDPR (which provides 
guidance on data transfer), may serve as the legal 
basis for the transfer of CDR data.31 

National data protection laws (including data 
protection policies) generally provide low data 
protection, could facilitate CDR access, and vary 
among the case studies. Domestic privacy policies 
determine data sharing and protection possibilities 
and constraints, affecting potential CDR use.  In most 
case study countries, citizens have a legally enshrined 
right to privacy. However, it is unclear how broad 
privacy rights apply to data, particularly CDR data, 
in countries where data protection is not explicitly 
codified. This is further complicated by the various 
types of data sharing agreements and which specific 
actors would be permitted to access CDR data. 
For example, the Bahamas’ Data Protection Act 
(2003) outlines European Union (EU)-level privacy 
regulations.32  Under this law, telecommunications 
companies are not allowed to share even aggregate 
data without a court order from the Attorney General; 
IOM or another humanitarian organization could 
likely secure CDR data through this legal process if it 
has the support of the government and if this action 
is in line with IOM’s privileges and immunities. 

Conversely, some countries lack any data protection 
laws, policies, or relevant regulatory bodies. Of the 
ten case study countries, only two, the Bahamas and 
the Philippines have national data privacy laws.33  In 
Micronesia, interview respondents suggested that 
even the concept of data protection is fairly nascent, 
and regulation has yet to emerge.34  Most other case 
study countries fall between these examples and 
have limited data protections in place. For example, 
Honduras has a draft data protection law in the 
legislature and an Ombudsman system which has dealt 
with complaints on an ad hoc basis.35  In some cases, 
civil society is increasingly pressuring the government 
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to adopt stronger data protection measures.  In the 
Philippines, a breach of government-held voter data 
in 2016 has led to greater awareness and pressure 
for data protections.36 The range of national data 
regulation is depicted in Figure 6.
  
National regulatory environments are dynamic 
and subject to change. Overall, the data privacy 
landscape is changing because of the rapid evolution 
and broad-reaching applications of the big data sector. 
The demand for regulation is likely to continue to 
increase in the coming years, with some sources 
believing that more jurisdictions will adopt modern 
privacy regulations in near future.37  In addition to 
examining national data protection and privacy 
laws, it is important to consider whether there is an 
independent data protection authority that oversees 
the actual implementation of laws. Some countries 
have legislation in place but no independent authority 
providing oversight and enforcement. In Guatemala, 
for example, the Human Rights Ombudsman 
brought data privacy cases in 2006 and 2015 to the 
constitutional court, though the entity was acting on 
an ad hoc basis and has no formal role as a regulator.38

Governments’ access to and control over data 
may change in emergency contexts. Local context 
determines whether these changes are a risk or a 
benefit to individual data privacy. According to the 
UN Human Rights Council, any restrictions on human 
rights during a state of emergency must be lawful, 
necessary, and proportionate.39  States of emergency 
must be time-bound and sensitive to the disparate 
curtailment of the rights of marginalized groups. In 
the Philippines, a controversial new counterterrorism 
law has been described by human rights organizations 
and civil society organizations (CSOs) as targeting 
government dissenters, allowing for arbitrary and 
prolonged detention of suspects, permitting electronic 
surveillance, and limiting free speech, movement, 
and privacy in the name of national security.40  The 
COVID-19 pandemic has given way to changes 
in consent requirements for data collection in the 
Philippines41  and a suspension of public information 
requests in El Salvador, reducing citizen oversight of 
the government’s pandemic response.42  Ecuador’s 
president issued an emergency decree permitting 
government access to satellite and mobile phone 
platforms to monitor persons who tested positive for 
the coronavirus or who were suspected to have come 
into contact with infected individuals.43 Depending 

Figure 6: Data regulation across countries
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on the political context, emergency powers could 
be used to provide humanitarian assistance, or to 
advance other possibly adverse or malicious goals. 

Strong data protection should not legally inhibit 
humanitarian agencies’ access to CDR data, 
because it would be used for implementing 
organizational mandates. However, if the 
humanitarian agency is partnering with a third party, 
there would need to be a different legal purpose for 
authorizing the third party to access CDR data. This 
would be impacted by the type of CDR data sharing 
agreement in place. 

Data Sharing Agreementsa 
There are several models through which humanitarian 
agencies could obtain access to CDR data. Any data 
sharing arrangement would need to be reviewed by 
an organization’s office of legal affairs. The pros and 
cons of these models are outlined in Table 1. 

The type of model affects which actor(s) will 
own and analyze the data. If an MNO or a third 
party is analyzing data, this removes some operational 
burden from the humanitarian organization, but 
the organization would have less oversight of how 
these processes are conducted. As discussed in the 
introduction, unaggregated and non-anonymized data 
should never leave an MNO, but these processing 
steps are important for how the results can be 
understood and used. Setting up a CDR project 
therefore requires not only decisions about which 
actors should be included in data sharing agreements, 
but also careful deliberation over the specific role 
each actor would play in the flow, ownership, and 
analysis of data. 

Contracts and data sharing agreements between 
stakeholders should reflect the use case. Data 
sharing agreements typically state the legal basis for 
which the data is being shared, the exact purpose 
for sharing the data, what the receiving party can and 
cannot do with the data, who will receive access to 
what data (role-based access), and the geographic 
and temporal limits of data sharing. For example, if 
data is used to identify general mobility patterns to 
ea As noted above, though data sharing may sometimes imply two-way flow of 
information, data sharing in this report means the one-way flow of data from an 
MNO to IOM.

understand how a disease might spread across a 
region, data would need to be shared over a longer 
time period and likely over a greater geographic area. 
In contrast, if used for immediate humanitarian crisis 
response limited to areas surrounding an earthquake, 
the data sharing agreement could cover a shorter 
period and potentially a smaller geographic area. 

Though some past collaborations involving data 
sharing functioned on an “as-needed” basis, the 
efficacy of CDR is greatly improved when a data 
sharing agreement is set up well in advance. In 
Guatemala, IOM developed a registration system for 
displaced persons in shelters following the volcanic 
eruption in 2018 for the Guatemalan government.   
This system was set up on the servers of the Secretariat 
of the President’s Wife (SOSEP), the organization 
officially responsible for the humanitarian response. 
IOM assisted with implementation, troubleshooting, 
purchasing information technology equipment, and 
registering the population in coordination with other 
government agencies.44 As previously discussed, 
because setting up data sharing agreements requires 
significant time and involvement from multiple actors, 
any agreement would need to be established well 
before CDR data is needed.

In the case of the model where MNOs provide 
access to a third party, it may take longer for the 
humanitarian agency to receive the data following the 
disaster just because there is an extra data-sharing 
step. However, the decisive factor here is how much 
time and effort is put into negotiating agreements, 
preparing servers and code, building systems for 
continuous quality assurance and data protection, 
managing communication, and more. Ultimately, the 
legal and technical preparation the humanitarian 
organization and third party undertake beforehand 
are essential to mitigating any risk of delays.

The practicality of setting up CDR operations 
also depends on the strength of relationships 
between the humanitarian organization, the 
host country government, operating MNOs, and 
any other stakeholders. For example, insights from 
the Philippines suggest that data sharing agreements 
should be between MNOs and the government 
to ensure that data is protected by local laws, and 
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Pros Cons

MNO → Humanitarian Organization (HO)
Logistically simplest: only two actors need to reach 
agreement

Fewer regulatory barriers because of HO’s privileges 
and immunities (if applicable)

Data may get to HO more quickly than a model that 
includes an intermediary

HO can apply its Data Protection Principles and 
other relevant policies to ensure that personal data is 
protected when the data reaches HO

Requires capacity and training of HO staff to ensure effective 
implementation and use 

Lack of government involvement could cause tensions 
between the government and HO

May be difficult to initiate: MNOs may lack incentive to share 
data with HO, and MNOs may not always understand HO’s 
status as an international organization enjoying privileges and 
immunities (if applicable)

MNO → Government → HO  or  Government-Run  MNO → HO
Potential to improve relationships between HO 
and host country governments, and enhance 
future cooperation (though could also harm these 
relationships)

Government regulation and oversight may provide 
additional data protection assurances

Likely more complicated to reach agreement with three 
separate actors

HO has less control over data and analysis

May increase government’s surveillance capacity; the stated 
legal purpose for sharing CDR is less clear

Governments change, so their commitments to data 
partnerships and protections may also change

The government may set stringent legal barriers for HO 
to access data; MNOs or government may not always 
understand HO’s status as an international organization 
enjoying privileges and immunities (if applicable)

MNO → Third Party → HO

A third party could perform data analysis and share 
results with HO, reducing HO’s need to strengthen 
internal capacity 

HO is less liable if there are data breaches or other 
problems

HO may be less vulnerable to pressure to share data 
with malicious actors if it does not hold the data

Likely more complicated to reach agreement with three 
separate actors

Third parties are not covered by privileges and immunities, 
potentially raising legal risks

HO has less control over how the data is protected and used 
by the third party

A third party may not have the same ethical standards as HO 
in regard to data security and privacy rights

May take longer for HO to receive data following a disaster

Domestic regulations may inhibit the third party from sharing 
data with HO

Table 1: Pros and cons of data sharing agreements
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that the collection, storage, and use of this data 
complies with the Philippines’ Data Privacy Act.45 Any 
other actors, including humanitarian organizations, 
would then have to request access to data from 
the government. Conversely, regulating authorities in 
Dominica reported that MNOs have total discretion 
over sharing their data, but treat data as confidential 
to ensure customers’ trust.46 

The degree of government ownership or influence 
over MNOs has  significant implications for 
accessing data as well as for data protection. Some 
telecommunications companies are state-owned, like 
in the Bahamas and Micronesia, and in Bangladesh the 
government has full authority over MNOs’ operations.47 
When MNOs are government-owned, data sharing 
agreements may involve fewer stakeholders and 
therefore be easier to establish, although this raises 
important ethical questions that will be discussed 
in the next section. In contrast, contentious MNO-
government relationships may make it more difficult 
to initiate CDR operations, regardless of the extent 
of the humanitarian organization’s disaster relief 
efforts.48  Finally, if humanitarian agencies work with 
a third party, any data sharing agreement would likely 
need to contain a clause guaranteeing third party 
liability for data protection, in order to ensure the 
humanitarian agency is not held liable for any data 
breaches or protection concerns. The technical details 
of data hosting, access permissions, and data security 
would need to be clearly articulated. Humanitarian 
actors and stakeholders would need to verify that the 
third party has the necessary privacy and protection 
policies in place. 
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Ethical Considerations
This section explores the ethical considerations 
relevant to humanitarian actors’ potential use of 
CDR to monitor and respond to humanitarian crises 
and evaluates whether any practical and regulatory 
factors impact the risks. Ethical risks and benefits are, 
of course, difficult to quantify and highly context- 
dependent. 

For any given context, it is useful to consider each of 
the risks described in this section by evaluating the 
probability that each risk occurs and the severity of 
impact if the risk occurs. Power dynamics between 
humanitarian agencies, the government, and MNOs 
influence these two dimensions and should be 
considered in any risk assessment. For example, if the 
government has high capacity and significant power 
in its relationship with MNOs or a humanitarian 
agency, it may exert more pressure on these actors 
to share CDR data. Similarly, the political interests of 
both MNOs and the government must be examined, 
as these may impact MNOs’ incentives to share 
data and affect politicization of data and analyses. In 
SPIA’s review panel with displaced persons, several 
panelists articulated their concern that governments 
could use CDR to increase government credibility by 
purposefully appearing to act in the best interest of 
the public, even though the government’s underlying 
intentions may not align with the public interest.49  
Involving persons who have been displaced in 
decision-making processes would therefore grant 
more legitimacy and accountability to a CDR 
project. A nuanced understanding of these political 
considerations is important.

This section begins by outlining the implications of 
data management for ethical CDR use. Good data 
management is important in and of itself, and can 
mitigate other risks that may arise. Next, the section 
explores the risks of CDR use that may directly 
and indirectly affect displaced populations. Finally, it 
examines ethical issues related to informing displaced 
persons and the greater public about CDR use.

The ethical issues covered herein are not exhaustive; 
rather, this section highlights ethical concerns that 

surfaced in multiple case studies or were cited by 
multiple stakeholders. For many of these issues, 
there are pathways to minimize risks and maximize 
opportunities. 

Data management considerations
Ethical data management is essential at every 
step, including data collection, security, analysis, 
retention, and publication. Data management 
practices facilitate or exacerbate many of the 
ethical risks discussed in this section. As the Harvard 
Humanitarian Initiative flags,  “data management comes 
with enormous legal and ethical responsibilities that 
most organizations are ill-equipped to handle, both in 
terms of systems and protocols, but also in terms of 
institutional culture and attitudes towards privacy.”50  
Without proper data management protocols, 
humanitarian organizations, MNOs, or contracted 
third parties may be vulnerable to a number of 
problems affecting their CDR data. Actors could face 
a data breaches, which could result in the leaking of 
aggregate CDR or even personal data. CDR data 
could also be de-anonymized through triangulation 
with other data sources (the “mosaic effect”), leading 
to the identification of individuals or demographic 
groups.a, 51 These risks largely depend on what state 
of CDR data (raw, anonymized and aggregated, 
analyzed, etc.) is made available to the humanitarian 
organization, which is why we recommend a model 
where as much data is kept at the MNO as possible. 

Data retention is another potential issue, though 
this is also dependent on the state of CDR data a 
humanitarian organization is permitted to access. 
CDR may be useful for monitoring longer-term 
displacement or understanding general mobility 
trends to help with emergency preparation; however, 
this perceived utility could incentivize continuous 
data access and retention. According to the ICRC 
“Handbook on Data Protection in Humanitarian 
Action,” aggregate and anonymized data can be 
retained for a specific humanitarian purpose,52 but 
long-term data retention may increase the likelihood 
fa The Center for Humanitarian Data defines the mosaic effect as occurring 
when, “when multiple datasets are linked to reveal significant new information.” 
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of a breach or misuse. These risks are therefore 
impacted by whether data is collected immediately 
following a disaster or on an ongoing basis. Lastly, 
publication of CDR analysis may have implications 
for subgroup identification, border closures, or 
other political and policy responses. Publication and 
distribution of CDR analysis concerning irregular 
migration could pose significant concerns if issues 
surrounding displaced persons are highly politicized, 
which is more common in large-scale displacement 
and conflict contexts. 

The data sharing model also affects a humanitarian 
organization’s responsibility for data management. 
If a humanitarian agency receives only anonymized 
and aggregate CDR data, as in the ideal model, it will 
generally have fewer data protection responsibilities 
than if it were to receive personally identifiable data 
directly from the MNO.53 Regardless of what form 
of data MNOs send the humanitarian actor, MNOs 
who possess individual-level data remain responsible 
for appropriate data safeguards. As mentioned in 
the regulatory section, every organization  can apply 
its Data Protection Principles and other relevant 
policies to ensure data in its possession is protected 
according to the organization’s standards. However, 
when partnering with a third party organization, 
humanitarian agencies and relevant actors  should 
be concerned with the partner’s data management 
protocols and capacities.

Direct impacts on displaced populations
Misuse of data is not only a technical issue, but also 
has direct ethical implications for displaced persons; 
it may lead to discrimination, exacerbation of digital 
exclusion, stigmatization, threats on people’s lives, and 
other human rights violations.

The use of CDR data could put irregular 
migrants at risk or cause border closures. 
Knowing the precise location of mass movements of 
migrants within or between countries could help a 
government identify irregular or clandestine routes, 
which could potentially lead to the closure of official 
or unofficial border crossings.54 This risk pertains to 
monitoring cross-border displacement due to natural 
disasters or other displacement drivers as well as 
general migration patterns. 

For example, IOM’s DTM operations currently 
monitor the flow of Venezuelans in and through 
Ecuador. Many migrants and refugees use informal 
border crossing points known as trochas due to the 
latest visa requirements to enter the country and 
border closures. Due to a number of operational 
and ethical considerations, DTM does not conduct 
surveys at trochas and therefore does not collect 
data on these locations, however information about 
the broader flows is collected at other points of 
the migrants’ routes. CDR data might expose the 
location and magnitude of people crossing at these 
unofficial crossing points, which may put them at 
risk.  In addition, DTM does some on-the-ground 
data collection in Central America (El Salvador, 
Honduras, and Guatemala) to better understand the 
needs of persons traveling in migrant caravans, but 
precise information about the caravans’ direction and 
destination is limited.55 CDR data could help IOM 
more precisely locate and identify the number of 
persons in the caravans to better deliver aid. However, 
the use of CDR for this application raises concerns 
that more precise data could lead to tougher border 
enforcement or potentially even border closures.56 
 
The data sharing model, level of government 
involvement, and strength of privacy and data 
protection regulations affect the salience of these 
risks. Overall, though CDR could help a humanitarian 
organization better target aid to displaced and mobile 
populations, the potential to prompt border closures 
and the corresponding impacts on mobility and 
relevant human rights are serious ethical concerns. 
This tradeoff highlights the tension between using 
data for action and the humanitarian principle of ‘Do 
No Harm.’ 

Vulnerable groups are at risk of targeting 
through CDR. A salient risk across many case 
studies is the risk of a government or malicious non-
state actor using CDR data to surveil, track, or target 
specific groups in a way that could cause harm.57 This 
is a particularly concerning possibility for vulnerable 
populations, such as ethnic or religious minorities or 
persons without legal status. For example, one of  the 
areas worst hit by Hurricane Dorian in 2019 also had 
a reportedly high Haitian immigrant population, and 
as per a New York Times article, people moved to 
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government-run camps to seek shelter but were then 
reportedly identified by the Bahamian government 
for deportation.58 The risks and implications of 
locating vulnerable populations are also important to 
consider, and the data must be protected due to its 
sensitivity. 

In some instances, a humanitarian agency may risk 
inadvertently facilitating malicious actors’ targeting 
of vulnerable  groups,  violating the  ‘Do No Harm’ 
principle. Therefore, when evaluating this risk, it is 
important to consider whether subgroup identification 
is possible from CDR data in each context. 
Though CDR data would always be aggregated 
and anonymized, the relative size and geographic 
concentration of subpopulations or triangulation of 
CDR data with other data sources may increase the 
possibility of subgroup identification. 

CDR data used in conflict situations carries 
greater risks than in humanitarian disaster 
contexts. However, in contexts where both are 
present, normalizing CDR use for disaster situations 
may give rise to it being used in conflict settings. This is 
a concern of low probability but serious consequence.  
This is especially concerning in instances where 
conflict and natural disaster have the potential to 
overlap, such as the southern Mindanao region of the 
Philippines, where sectarian conflict took place in a 
region regularly affected by earthquakes and tropical 
storm surges.59 During a conflict, the threat of data 
being misused by malicious actors is higher, and the 
safety of people in and around the affected area is 
already compromised. In countries that lack strong 
data privacy laws and norms, humanitarian actors and 
relevant stakeholders would need to specify temporal 
and geographic limits of any data sharing agreement. 

Since CDR data biases are probable, decisions 
based on  CDR data could inadvertently 
exclude key populations. Women, victims 
of human trafficking,  the elderly,  people with 
disabilities,  and low-income households are likely 
to be underrepresented in data in multiple case 
studies. Better information on ownership and usage 
of cell phones for these populations may improve 
CDR monitoring models. However, even with model 
adjustments, use of biased data is a political choice 

that can exacerbate marginalization of vulnerable 
groups and inequality. Biased data may also lead to 
“aid spotlighting,” in which aid flows to areas where 
data is easy to collect and misses areas where data is 
difficult to collect. Triangulating CDR with other data 
sources would help mitigate these concerns.

Indirect impacts on displaced populations
Many case studies highlighted the potential for 
CDR use to influence a humanitarian agency’s 
relationship with host governments, positively 
or negatively. In this research, nearly all interviewees 
at the country level and headquarters discussed 
the importance of a strong relationship with the 
government. Given that the use of CDR data is 
sensitive and can be politically controversial, using such 
data could pose risks that may damage a humanitarian 
agency’s relationship with the government. 

The type of data sharing agreement in place may 
also affect this relationship. For example, while IOM 
is not required to share all the data it collects or uses 
for analysis, in some countries, all high-level findings 
must be shared with the government, and in others, 
government approval is required before publication. If 
analyses reveal information that reflects poorly on the 
government, this may also create tensions and make 
humanitarian operations more challenging. Though 
this issue is relevant for humanitarian organizations’ 
current data collection processes, the sensitivity and 
accuracy of location information within CDR data 
could present additional concerns. Though unlikely, a 
humanitarian actor’s expulsion from a country due to 
politicization of CDR data is the worst-case scenario. 
A model whereby a humanitarian organization works 
with a third party to analyze CDR data mitigates the 
risk of expulsion. However, third parties do not have 
the same privileges and immunities as international 
organizations such as the United Nations, as they are 
usually private entities subject to national law.  They 
may also be subject to expulsion or the jurisdiction 
of other parties who want to acquire CDR data.60 
The potential negative political ramifications of data 
sharing agreements must be considered.
Importantly, CDR also has the potential to improve 
humanitarian organizations’ relationships with 
governments. Many country offices, including 
IOM Philippines, observed that collaborating on 
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data collection efforts has strengthened the IOM-
government relationship.61 IOM Bangladesh noted that 
a CDR project would provide further opportunities 
to work with the government in partnership to 
support displaced communities, and to build on 
the relationship through close collaboration and 
information sharing.

Using CDR may set a precedent for humanitarian 
agencies to use other types of advanced data. 
The use of CDR monitoring may lead to comfort 
obtaining and using more sensitive data, such as 
social media, by other international organizations 
or humanitarian organizations. This is concerning 
in countries with weak regulatory frameworks for 
privacy and data protection. However, in the case of 
IOM and other organizations with rigorous processes 
to evaluate ethical issues surrounding CDR and other 
new technologies, this risk has low probability. The 
scope of this project did not involve a comprehensive 
comparison of CDR monitoring to other forms of 
big data, such as social media, biometrics, and AI. Yet, 
the decision-making and implementation processes 
for the use of more sensitive data may help inform 
IOM’s decision to use CDR data. The Humanitarian 
Data Science and Ethics Group’s “Decision Tree for 
Humanitarian Data Science Operations”62  provides a 
step-by-step guide to ethical questions that arise when 
considering the use of data science for humanitarian 
purposes, and can help steer the decision-making 
process.

The use of CDR by some actors enables its wider 
use, for better or worse. By creating a structure 
and process for accessing and analyzing CDR data, 
humanitarian organizations may be complicit in 
easing access to this data for malicious actors, or 
even for well-intentioned actors who lack sufficient 
data security capacity. Ensuring that any sensitive data 
stays within MNO’s secure servers can mitigate some 
of this risk. However, any humanitarian organization 
will need to consider who their partners are, those 
partners’ relationships with host governments and 
other actors, and who ultimately “owns” CDR data, as 
well as whether the precedent for using CDR could 
be abused.

Once underway, there may be a bias to 

continue CDR programs even if issues arise. 
CDR monitoring for emergency preparedness has 
high entry costs. Establishing partnerships with 
MNOs, hiring technical experts, and improving data 
protection capacity are all time and resource intensive. 
These commitments may make it politically difficult 
to end a CDR program, even if ethical or other 
issues emerge. Those involved in establishing a CDR 
agreement may be too invested in the project to 
appropriately evaluate the trade-off between benefits 
and risks. Moreover, a new technological monitoring 
system may evolve over time to exceed its original 
intention and scope.

If any of the above risks materialize, a 
humanitarian organization could suffer 
reputational damage. A data breach, poor allocation 
of resources, or other unintended consequences of 
CDR use could harm a humanitarian organization’s 
reputation. The international community, general 
public, and most importantly, displaced persons could 
lose trust in the agency. As previously mentioned, 
displaced and mobile populations sometimes already 
distrust humanitarian organizations.63 If displaced 
populations know they are being tracked, this could 
further erode trust, resulting in refusal to participate 
in other activities such as cooperating with on-the-
ground enumerators. In Honduras, for example, 
research found that displaced persons are less 
trusting that their government will protect them, and 
therefore seek fewer services.64  Operating through a 
third party like Flowminder may reduce the liabilities 
to an organization that accompany direct CDR 
monitoring. However, this may affect the transparency 
of the process.

Ethical issues surrounding public 
awareness of CDR
Informed consent is often the foundational 
principle for ethical data collection, but does 
not apply in the case of  CDR use. According 
to the ICRC “Handbook on Data Protection in 
Humanitarian Action,” valid consentb,65  is not needed 
for personal data that is aggregated and processed 
for a legitimate purpose, as long as the data cannot 

gb Valid consent is defined as both informed and freely given as defined in “What 
is Consent?”

https://www.hum-dseg.org/sites/default/files/2020-10/Decision%20Tree%20for%20Humanitarian%20Data%20Science%20Operations.pdf
https://www.hum-dseg.org/sites/default/files/2020-10/Decision%20Tree%20for%20Humanitarian%20Data%20Science%20Operations.pdf
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be re-identified or expose individuals or groups to 
harm.66  Therefore, if a humanitarian organization 
receives access to anonymized and aggregate data 
from an MNO or a third party, the legal and ethical 
need to obtain informed consent should not apply. 
However, as stated before, CDR data could be 
potentially de-anonymized through triangulation 
with other data sources, leading to the identification 
of individuals or demographic groups. It is therefore 
crucial to anonymize CDR data in such a way that re-
identification is unlikely.

Public awareness could mitigate concerns about 
the use of people’s data without individual 
consent. Informed consent is not only unnecessary, 
but would also be difficult and impractical to obtain. 
Public awareness could provide subscribers the 
opportunity to opt out of data analysis, although 
there may be practical and ethical difficulties in 
establishing an opt-out option without identifying the 
specific users to be removed from the CDR dataset. 
All three of the panelists from SPIA’s review with 
displaced persons expressed that subscribers should 
be informed of how their data is being used.67  

Providing the public with a thorough and 
accurate understanding of how their data is 
being used will pose different challenges in 
every context. Literacy rates, cultural norms around 
data and consent, and the evolution of a crisis all 
influence individual agency. For example, communities 
may have different cultural understandings of data 
privacy. An interviewee from a civil society group in 
Micronesia raised this particular concern and believes 
that an educational campaign on data privacy may be 
necessary prior to gathering CDR or other forms of 
automatically generated data.68

The salience of privacy and data protection 
may also fluctuate as a displaced person’s 
situation changes. A natural disaster may reduce 
the importance of data privacy, temporarily or 
permanently, for people who are displaced.69 Receipt 
of timely and appropriate aid may be a higher priority 
than data privacy. However, individuals must be 
adequately informed about this tradeoff to assess 
the relative importance of these concerns. During a 
conflict, on the other hand, privacy and data protection 

issues may become more acute.70 Additionally, certain 
groups may have greater concerns about data privacy 
and protection than others. A recent report by the 
Harvard Humanitarian Initiative found that one third 
of refugee respondents have been asked to provide 
information about themselves that they would rather 
not have given. Most considered phone numbers, 
WhatsApp messages, and real names to be sensitive 
information, but not location information.71  
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Conclusion
This report has outlined important practical, regulatory, and ethical considerations relevant to potential CDR 
use. For any humanitarian organization or relevant stakeholder interested in exploring the usefulness of CDR 
and making a fully informed decision about whether to move forward with CDR in a particular context, the 
following issues are presented as central for additional research and deliberation.

• Consult and include displaced populations. The research for this report included very few semi-
structured interviews with people who have experienced displacement. In each context under 
consideration, it is important to understand how people affected by displacement think about the benefits 
of improved humanitarian assistance compared to the risks to their privacy rights posed by increased 
monitoring. 

• Carry out a risk-benefit analysis. The benefits of CDR use for displaced and mobile populations 
should outweigh the ethical risks. As discussed at the beginning of this report, the use of CDR should 
be guided by a specific problem, rather than the technology. Further research should be done on other 
technologies and methods to ensure that a CDR program is the most suitable and least invasive approach 
to address the problem. 

• Conduct stakeholder mapping and analysis. It is important to understand the interests and constraints 
(political, legal, financial, or other) of each stakeholder involved in the implementation of a CDR program. 
The power dynamics between stakeholders are also critical to examine, as they impact many of the 
relevant ethical issues. 

• Undertake additional research on data bias. In most case studies, the population of cell phone 
owners is not representative of the overall population; cell phone owners often skew towards male, urban, 
middle to upper class, and non-elderly adults. However, in most of these countries, data is not available 
on the exact differences in cell phone use between subpopulations. Although CDR will only be used in 
conjunction with other data sources, it is important to understand how CDR would be biased if no single 
MNO covers 100% of mobile subscribers in a country, or if cell phone users are not representative of 
the entire population. 

If a humanitarian organization or other stakeholder does decide to pursue CDR in a certain context, we 
recommend the following steps to maximize the benefits of CDR while minimizing risks:

• Establish CDR infrastructure before displacement-causing events occur.  As discussed throughout 
this report, formalizing data sharing agreements and building sufficient capacity to analyze CDR data takes 
time and significant investment. If the required agreements and infrastructure are not in place when a 
natural disaster or other displacement-causing event occurs, the utility of CDR data will be limited because 
it cannot be used to immediately inform humanitarian response. 

• Consult displaced populations in designing implementation. Any humanitarian organization 
or relevant stakeholder interested in using CDR should apply human-centered design to set up new 
technology systems and inform analysis. Participatory design approaches, such as trauma-informed survey 
tools, are crucial for gaining trust and centering perspectives of displaced populations.

• Bring civil society and other humanitarian organizations into the CDR planning and 
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implementation process. Humanitarian organizations, United Nations agencies, other IOs, and civil 
society groups can all provide valuable perspectives. They are often most familiar with on-the-ground 
realities and possess qualitative knowledge of local displacement contexts. 

• Consider more expansive partnerships with MNOs. If a humanitarian agency invests time in forming 
a relationship with an MNO for CDR analysis, it would be beneficial to also consider a partnership that 
could support other needs and important services beyond mobility data. For example, a partnership 
between the organization and MNOs could facilitate the use of cell phones for distributing cash assistance 
electronically. MNOs could also aid disaster response by sending out SMS messages with information 
about where services are available (as was the protocol in Ecuador after the 2016 earthquakes).72  Lastly, 
because MNOs tend to have regional footprints (for example, Orange in West Africa or MTN in the 
Middle East), the humanitarian agency could seek partnerships with MNOs at the regional level to make 
the process of establishing data sharing agreements more efficient and widen access to CDR data on 
mobile and displaced populations.

• Advocate for robust data privacy policies. In coordinating with country governments and MNOs, 
humanitarian agencies and relevant stakeholders exploring CDR have a unique opportunity to support 
the creation of national data privacy laws and elevate key issues in countries with nascent or non-
comprehensive policies. This would be especially important when partnering with third-party organizations.

• Update data protection manuals. Many humanitarian organizations’ data protection manuals have not 
been updated recently. For example, IOM’s manual was last updated in 2010. Incorporating guidelines 
specific to the use of advanced technologies would be useful and could create a positive precedent for 
the inclusion of new technologies in data protection guidelines. The analysis in this report can also be 
incorporated into the manual to provide guidance for technical inputs, strategies for pilot implementation, 
and coordination between different stakeholders. 

• Evaluate and improve technical capacity within humanitarian agencies. At both the country office 
and headquarter levels, increasing basic awareness of CDR use and limitations would be helpful to prevent 
unintentionally encountering practical, ethical, and regulatory obstacles during the implementation process. 
If country offices express interest, the humanitarian organization could compare skills necessary for CDR 
implementation with existing technical capacity to identify gaps. Organizations such as Flowminder, which 
have more experience with CDR programs, may be able to provide training support as well. In cases 
where country offices lack technical capacity, training and capacity-building at the country level should 
be encouraged. Alternatively, organizations’ headquarters could take on a greater role in data analysis, 
lessening the burden on country offices.

• Consider creating an internal data and technical working group or unit within the humanitarian 
organization for all emerging technologies, including CDR. For example, in the case of IOM, this 
group could include representatives from the Department of Emergencies (DoE), Migrant Protection 
and Assistance (MPA), Office of Legal Affairs (LEG), technical experts, and any other necessary sectors. 
This would promote cross-sectoral dialogue, provide technical input, and offer advice on emerging 
technology projects including CDR. In addition, this group could promote organizational alignment with 
broader strategic concerns and ensure that any new technology project adheres to the organization’s data 
governance policy. Improving coordination between headquarters and field offices could also support 
capacity-building at the country office level.
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Appendix A: Interviews & Speakers

IOM

Gretchen Bueermann DTM Data Scientist, HQ

Benedetta Cordaro
Migrant Protection and Assistance (MPA) Information Management 
Officer, HQ

Vynliz Dailey Project Assistant, Dominica

Emmanuelle Deryce National Operations Officer/DTM Coordinator, Haiti

Ottmar Figueroa ICT Policy and Governance Officer, HQ

Dr. Prithvi Hirani DTM Associate, United Kingdom of Great Britain and Northern Ireland

Phineas Jasi Head, Monitoring, Evaluation, Accountability and Learning Unit, Bangladesh

Brian Kelly Head of Community Stabilization Unit, Washington, D.C.

Brian McDonald
Camp Coordination and Camp Management (CCCM) Information 
Management Officer, HQ

Ryan McVey DRR Project Coordinator, Micronesia

David Morales Information Management Officer, El Salvador, Guatemala and Honduras

Conrad Navidad Emergency Preparedness and Response Coordinator, Philippines

Nuno Nunes
IOM Global DTM Coordinator, United Kingdom of Great Britain and 
Northern Ireland

Jaime Paredes Emergency and Humanitarian Assistance Coordinator, Ecuador

David Preux Senior Emergency Preparedness and Response Officer, HQ

Marzia Rango GMDAC Data Innovation and Capacity-Building Coordinator, Germany

Anthony Sequeira Displacement Management Cluster Coordinator, Bangladesh

Niklas Sievers GMDAC Data Innovation Analyst, Germany

Ishita Shruti Head, Migration Data Analysis Division, Bangladesh

Darwin Thompson Communication and Information Management Assistant, Bahamas

Robert Trigwell 
DTM Global Support Team, United Kingdom of Great Britain and 
Northern Ireland

Christina Vasala Kokkinaki Senior Legal Officer, HQ

Haley West Senior Programme Officer, Health and Emergencies, HQ

We owe a debt of gratitude to the following individuals and organizations who took the time to speak with 
us and share their expertise:
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Kolitha Wickramage Global Health Research and Epidemiology Coordinator, Philippines

Jan-Willem Wegdam Head of Office, Bahamas

Information Management Unit for El Salvador, Guatemala and Honduras

Claudia Ah Poe
Head of Needs Assessment and Targeting Unit Research, Assessment and 
Monitoring Division, World Food Programme

Takuro Akinaga Chief Executive, FSM Telecommunications Regulatory Authority

William Arnaud Protection Project Coordinator, IRC- Niger

Kenny Azi Founder, Kreateurs Agency 

Matt Bailey Digital Freedom Program Director, PEN America

Christina Baptiste Economy Program Manager, Hope for Haiti

Linus Bengtsson Executive Director, Flowminder

Stuart Campo
Team Lead, Data Responsibility and Senior Fellow, Centre for 
Humanitarian Data, UN OCHA

Dwayne A. Davis Chief Aliv Information Officer, BeAliv Limited

César Gomez Community Media Program Coordinator, Cultural Survival 

Mihir Kshirsagar 
Clinic Director; Privacy, Civil Liberties & Vulnerable Populations, Center for 
Human Values & Center for Information Technology Policy 

Alejandro Machado Financial Education at Valiu

Massimo Marelli
Head of Data Protection Office, International Committee of the Red 
Cross (ICRC) - Geneva

Craig Nesty
Executive Director, National Telecommunications Regulatory Commission 
- Dominica

John Rulmal Jr.
Community Organizer and Project Co-Lead, One People One Reef One 
People One Reef 

Staff members
Department of Transportation, Communications, and Infrastructure 
(TC&I), Federated States of Micronesia

Bennette Thomas
Director of Telecommunications & Technology, Ministry of Economic 
Affairs, Planning, Resilience and Sustainable Development, Telecoms and 
Broadcasting - Dominica

Non-IOM Interviewees
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Appendix B: Case Studies
The SPIA research team analyzed the potential use of CDR for tracking mobility and displacement across ten 
case studies. The research began with a focus on humanitarian applications of the technology; however, other 
mobility contexts arose during the investigation. The analysis includes the following four sections within each 
case study:

• Humanitarian Context: Type and scope of disaster, characteristics and scope of displacement;
• Practical and Technical Considerations: Scale of cell coverage, MNOs in operation, IOM footprint, 

existence of other relevant data sources;
• Regulatory and Policy Considerations: National and international data regulations and policies;
• Ethical Considerations: Sensitivity of data, privacy concerns, other ‘Do No Harm’ considerations. 

Case studies were selected for this report based on expressed interest from IOM country offices, and on 
being rated highly on the INFORM Risk Index. The index is scaled from one to ten, with a score of ten 
indicating a higher generalized risk of a crisis based on structural conditions.73 Case studies are: the Bahamas, 
Bangladesh, Dominica, Ecuador, El Salvador, Guatemala, Haiti, Honduras, Federated States of 
Micronesia (Micronesia), and the Philippines. 

The following two-page briefs are summaries of more extensive research conducted by the SPIA team. Using 
information gathered from desk research and interviews, we analyzed how conducive each context may be 
to CDR use for monitoring mobility and displacement. We applied a “stoplight methodology” to each section 
of the ten cases, which is intended to be a useful heuristic and does not reflect a quantitative approach to 
categorization.

Legend

 Humanitarian & 
Displacement Context

Practical Regulatory Ethical

Bahamas    
Bangladesh    

Dominica    
Ecuador     

El Salvador     
Guatemala     

Haiti     
Honduras     

Micronesia     
Philippines

 indicates a situation that experts suggested would be more conducive to the use of CDR
 indicates a situation that experts suggested would be somewhat conducive to the use of CDR
 indicates a situation that experts suggested would be not conducive to the use of CDR
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Case Study Overview
Humanitarian and Displacement Context
The humanitarian context most conducive to the adoption of a CDR project is one in which natural disasters 
are recurring, manmade conflict is limited, and displacement is largely internal. The context is less appropriate 
for CDR use in countries like El Salvador and Honduras where conflict is a key driver of displacement, as well 
as Ecuador where the Venezuelan refugee crisis drives mobility across borders. More conducive contexts were 
those of Micronesia, Dominica, Haiti, and the Bahamas, where recurring natural disasters are principal causes 
of displacement.

Practical and Technical Considerations 
Countries with broad mobile network coverage, reliable telecommunications infrastructure, high rates of 
user subscriptions, heavy reliance on calls and SMS messages rather than internet-based messaging apps, 
and the potential for CDR to add value to limited existing data collection systems present more conducive 
environments for CDR usage. Ecuador, El Salvador, Guatemala, and the Philippines are conducive in regard 
to these factors, while Micronesia presents a less conducive environment due to its low cellular network 
coverage and low mobile penetration. Caribbean island countries such as Dominica, the Bahamas, and Haiti 
are generally conducive to CDR, except that they have experienced infrastructure damage during extreme 
natural disasters, presenting a major practical concern hindering the efficacy of CDR. 
 
Regulatory and Policy Considerations 
In general, cases with higher levels of data protection create a more suitable environment for CDR use. 
Among the case studies, regulatory environments and levels of national data protection legislation vary greatly. 
The Bahamas and the Philippines have data privacy laws and offer the highest level of data protection, while 
Bangladesh, Ecuador, Guatemala, and Honduras are in the process of adopting such legislation. Haiti, Dominica, 
and Micronesia lack regulatory frameworks at the national level and present the lowest level of protection 
among the case studies 

Ethical Considerations
Ethical considerations focus primarily on the tradeoff between the added value of CDR technology and its 
potential to facilitate violations of the “Do No Harm” principle. Researchers assigned all case studies a yellow 
stoplight indicator for ethical considerations, as each presents an environment with salient ethical risks but 
also in which CDR could be applied ethically under certain conditions. In nearly all case studies, the risk that 
CDR may be used to target vulnerable subgroups was raised as a concern. This issue was most pronounced 
in contexts in which governments may seek to target migrant populations for deportation, which stood out 
in the Bahamas74 and Guatemala.75 Additionally, in cases with significant differences in mobile phone usage, 
subgroups such as women, children, the elderly, indigenous communities, and lower income populations may 
be left out of CDR analysis, leading to an underprovision of resources to marginalized groups. These concerns 
emerged most prominently in Haiti and Micronesia. Finally, there is less of an ethical justification for CDR use 
in contexts where its value may not significantly improve response and therefore fails to justify the ethical risks 
involved.
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Bahamas
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Practical Regulatory Ethical

Section 1: Overview of Humanitarian and Displacement Context
Hurricanes, tropical storms, flooding, and landslides are the crises of primary concern in the Bahamas, making 
it conducive to a CDR program. According to the INFORM risk index, the country’s risk of tropical cyclone 
exposure is high, at 8.8 out of 10.76 These natural disasters can lead to massive damage and rapid-onset 
displacement of people, as seen in September 2019 when Hurricane Dorian became the strongest hurricane 
to have ever hit the Bahamas. Altogether, the disaster caused more than $3.4 billion in damages and left nearly 
30,000 people homeless or jobless.77 Infrastructure was severely damaged, including cell networks that were 
down for up to two weeks in some areas.78 Over 245 individuals were presumed dead79 and over 9,800 were 
displaced, most internally.80 The Abaco islands and Grand Bahama were disproportionately affected; home to 
some of the country’s poorest people, the informal settlements on these islands were particularly vulnerable 
to destruction. Given the aggravating effect of climate change, the Caribbean region is likely to face additional 
hurricanes in the future. 
 
Section 2: Practical and Technical Considerations
There is a strong need for location data for disaster response in the Bahamas. The government is responsible 
for approximately 385,000 people, spread over 700 islands covering over 13,000 square kilometers. After 
Hurricane Dorian, DTM was used to determine where people had moved and identify their needs. The lag-
time needed to implement DTM was a shortcoming, and precise counts of people killed and displaced were 
difficult to obtain. Humanitarian services were initially focused on the affected areas and the displacement 
to New Providence (Nassau), but in the following months organizations began to understand the extent 
of displacement to Eleuthera and international destinations and had to adjust their response accordingly. 
The IOM Bahamas country office considered pursuing CDR in the immediate aftermath of the storm as a 
potentially valuable tool for tracking displacement. However, the country office teams were extremely busy, 
staffing capacity was limited, and contract negotiations would be time intensive, so a CDR agreement was 
never pursued. 
 
About a month after Hurricane Dorian, IOM noticed a large drop in the number of people from the Bahamas’ 
Haitian community in government-run emergency shelters in Nassau. This decline came immediately after 
initial deportations of Haitian migrants, as well as a government announcement that it intended to enforce 
national laws by continuing deportations, including of people residing in government-run shelters. Analysis of 
Facebook data by a third party confirmed that people were moved away from these shelters to shantytowns, 
likely in an effort to avoid deportation.81 This analysis allowed IOM to deliver services to the areas in need. 
 
At first glance, CDR could be similarly useful, since cell network coverage is high and there are 115 mobile 
subscriptions per 100 inhabitants.82 Most adults, or at least most families, have a cell phone. This is true even 
among poor or marginalized groups such as the Haitian community, limiting some risks of bias or exclusion 
from CDR analysis. The main mobile network operator is BTC, which is partly owned by the government of 
the Bahamas and had a monopoly until Aliv, the only other MNO in the country, was allowed to enter the 
market in 2011. Aliv appeared open to collaboration when IOM approached the company about an initiative 
that would send SMS messages to Haitian migrants in the country; it also confirmed it would be able to 
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identify which users were Haitian migrants. Although Hurricane Dorian caused significant cell tower damage 
on some of the hardest-hit Bahamian islands, and networks can be weak or nonexistent over the ocean, most 
towers on the islands to which people were evacuated remained intact. Furthermore, though WhatsApp and 
other VoIP are preferred by many in the Bahamas, there is still significant reliance on SMS and calling, indicating 
that CDR may be useful to pinpoint destinations for displaced populations.
 
The IOM Bahamas country office also suggested other possible uses for CDR, including tracking airplanes and 
ships carrying donations and relief workers. However, it is unclear whether CDR could serve this purpose given 
CDR’s limited ability to track international movements, its focus on aggregate data, and poor cell coverage over 
the ocean. A more feasible suggestion was the use of CDR to determine numbers of people that need to be 
evacuated from given areas in order to better target evacuation resources, since the data currently used for 
this purpose is from an outdated census. Additionally, the Bahamas country office saw potential in using CDR 
to track how well the population follows evacuation orders.
 
Section 3: Regulatory and Policy Considerations 
Actors on the ground have described the Bahamian government as “cautious,” and their data protection 
policy is in line with this characterization. The Bahamas has the Data Protection Act (DPA), which provides 
guidance similar to the EU’s GDPR and confers a high level of protection. Important features of the DPA 
include: rights to data access and erasure, data transfers, direct marketing opt-outs, legal bases for processing, 
and enforcement processes.83 The DPA also establishes the role of the Data Protection Commissioner and 
places a duty of care on data controllers to data subjects in regard to their personal data, though it is unclear 
how strong these institutions are in practice. This high level of regulation makes the Bahamas stand out from 
the other case studies in this report, with the exception of the Philippines.
 
The IOM office in the Bahamas is familiar with these national policies and has the capacity to manage and process 
data in line with regulations. It has managed personal data in the past for a large cash-based intervention run 
by other humanitarian organizations; IOM maintained the data because it had the recognition as a legal entity 
from the government and met all of the policy requirements. If IOM or another humanitarian organization 
were to have the support of the government and secure legal approval from the Attorney General in the 
Bahamas to access CDR data, MNOs would be legally obligated to provide the information.84

 
Section 4: Ethical Considerations
The situation of people of Haitian origin in the Bahamas raises important ethical questions regarding the use 
of CDR in the country. After Hurricane Dorian, the government used location information on this population 
to deport 112 people.85 It is suspected that this community has been hesitant to report persons who went 
missing or died during the storm because of reluctance to engage with authorities.86 It is possible that the use 
of aggregated CDR data would be considered favorably by the community, but it will be important to better 
understand the perspective of this marginalized group before employing CDR data to monitor movement.

Importantly, the main MNO is partially publicly owned, which may mean the Bahamian government is able to 
access CDR data. The government has also been able to find and deport people without CDR. 
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Section 1: Overview of Humanitarian and Displacement Context
Bangladesh is host to three types of humanitarian displacement: rapid-onset natural disasters, predominantly 
tropical storms and floods; slow-onset natural disasters such as riverbank erosion and salination of agricultural 
areas; and the initially rapid-onset and now slower flow of Rohingya refugees fleeing persecution in Myanmar. 
In the first half of 2020, 2.5 million Bangladeshis were newly displaced due to Cyclone Amphan, and close to 
5.4 million people were affected by monsoonal flooding. The country’s low-lying geography makes it especially 
prone to damage from storm surges in coastal areas along the Bay of Bengal. Low levels of development, poor 
infrastructure, and high population density mean huge numbers of homes and livelihoods can be destroyed 
in one weather event. The sheer scale of displacement in Bangladesh makes it a promising target for CDR 
monitoring of migration flows. Today, there are over 400,000 internally displaced persons (IDPs) in Bangladesh 
as a result of conflict, but many of these displacements are protracted and a result of conflicts arising from 
Bangladesh’s independence in 1971. The more pressing conflict-related driver of migration is the estimated 
900,000 Rohingya who have left Myanmar since 2017. Many still reside in ad hoc camps in the Cox’s Bazaar 
region where they are particularly vulnerable to natural disasters due to poor living conditions, deforestation 
due to firewood needs, and lack of reliable road access.

Section 2: Practical and Technical Considerations 
Bangladesh has three major MNOs, Grameen Phone, Robi Axiata, and Banglalink, which together capture 96% 
of the market.87 The Global System for Mobile Communications Association (GSMA) estimates mobile phone 
penetration in 2020 to be 55% and rising rapidly, and there are 167 million mobile phone subscriptions for 
a population of approximately 168 million as many of those who do have a mobile phone own multiple SIM 
cards.88 There is a significant gender gap in mobile phone ownership and cost remains a barrier for the poor.89 
Grameen Phone has previously shared deidentified telecommunications data for research purposes,90 setting 
a promising precedent. The IOM Bangladesh country office has good relationships with the government 
agencies that must approve any CDR project in Bangladesh, and the government already has full access to 
MNO data. IOM Bangladesh hopes to formalize agreements with relevant government agencies to outline the 
scope of a CDR tracking project; once in place, IOM Bangladesh expects this will ensure MNOs are willing 
to share relevant data. IOM’s main data collection activity in Bangladesh at present is using enumerators to 
conduct surveys in villages to track migrants’ mobility.

The picture for the Rohingya population in Cox’s Bazaar is altogether different. Data and internet services 
to mobile phones in the Cox’s Bazaar region have recently been reinstated after a 12-month government 
suspension, but restrictions on mobile phone usage by Rohingya remain.91 They are largely unable to legally 
obtain SIM cards as most do not possess Bangladesh national identity cards or passports, and are therefore 
limited to SIM cards purchased from intermediaries.92 CDR monitoring is neither feasible nor ethical in this 
context.

Section 3: Regulatory and Policy Considerations
Bangladesh offers limited protections to individuals in terms of data privacy and has a newly developing 
and largely untested regulatory environment in this regard. The Information Communication Technology Act 
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(2006) and Digital Security Act (2018) provide some protections around the use of personal data. Under 
the Telecommunication Act (2001), the Bangladesh government has access to all data held by MNOs and 
has the authority to take over MNO operations if it considers doing so to be in the national interest. Three 
government ministries would need to approve any CDR project led by IOM in Bangladesh: the Ministry of 
Planning, the Ministry of Disaster Management and Relief, and the Ministry of Telecommunications. An IOM-
led CDR project would therefore need to be in collaboration with the government to be effective. The 
Bangladesh government’s limited technical capacity means IOM would likely be responsible for establishing the 
necessary systems for data analysis. Furthermore, negotiating and securing agreement from the government 
is expected to be a lengthy and bureaucratic process. Bangladesh’s nascent legal and regulatory environment 
around data privacy means it will potentially be easier to undertake a CDR monitoring program than it would 
be with more established regulation, but also gives rise to the risk that there is little legal recourse if malicious 
actors are able to access CDR data. 

Section 4: Ethical Considerations
The most salient risk is of the Bangladesh government using CDR technology to track and target vulnerable 
populations, including to monitor or forcibly repatriate Rohingya refugees of whom the government is 
decreasingly accommodating. This is a particularly significant risk given that an IOM-led CDR monitoring 
project would in effect give the Bangladesh government tools to explore and operationalize data it can 
already access.93 Second order risks are the regulatory environment in Bangladesh which does not offer strong 
protection of individual rights, and the low penetration and non-representative ownership of mobile phones. 
Women, the poor, and non-citizens are less likely to have access to mobile phones, posing a risk that CDR 
data would be biased. The situation of the vulnerable Rohingya population in Bangladesh makes it unsuitable 
for a CDR monitoring project. 
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Section 1: Overview of Humanitarian and Displacement Context
Dominica primarily faces recurring hurricanes and tropical storms, with sporadic earthquakes, volcanic eruptions, 
and flash floods. Recurring natural disasters make Dominica a promising context for a CDR monitoring 
program. The risk of tropical cyclone exposure in Dominica is 7.6 out of 10 on the INFORM scale.94 These 
natural disasters lead to massive damage and rapid-onset displacement of people, as evidenced by Hurricane 
Maria in 2017; the storm killed at least 30 people, displaced approximately 1,862 people both nationally 
and internationally, and damaged over 90% of buildings on the island.95 Immediately following Hurricane 
Maria, the island could not be contacted because telecommunications infrastructure had been destroyed. 
The international community had to conduct fly-overs and collect aerial footage to analyze the damage on 
the island and ensure that an appropriate response was leveled.96 Cell networks were only restored after 
several days, while full repair took longer. While Dominica’s severe weather does not typically cause as much 
damage as Hurricane Maria, the country is prone to more extreme weather looking forward as climate change 
exacerbates storm patterns in the Caribbean.

Section 2: Practical and Technical Considerations
After Hurricane Maria, DTM data was used alongside other data sources to inform humanitarian organizations 
and the government about the population’s movements and needs. However, in the short term, data collection 
was simply not possible due to significant infrastructure damage. Furthermore, DTM data collection efforts 
struggled to get precise estimates for the number of people living in camps; some people would only come to 
camps to sleep and would be embarrassed if neighbors knew.97

  
Given these limitations, an alternative source of information would have been useful after Hurricane Maria. 
However, it is unclear whether a CDR monitoring program would be an adequate solution. Because of the 
extent of damage to cell networks, CDR would have been limited. Furthermore, it is unclear how much added 
value CDR data would provide given that Dominica is a single island of 750 square kilometers and with a 
population around 72,000; on an island this size, humanitarian organizations are able to identify locations of 
displaced people more quickly than in large geographies. With only 30-40 cell phone towers in the country, 
location estimates from CDR data may be imprecise in some areas;98 general location estimates would be less 
useful at pinpointing what were relatively local displacement patterns in response to island-wide destruction. 

Even so, country teams seemed optimistic that a CDR program has the potential to provide useful data in 
Dominica in a crisis with localized destruction and a few, clear aggregate movement patterns, and indeed many 
of the practical requirements for CDR use are favorable. Overall cell network coverage is high in the country 
and cell ownership is high; there are 102 mobile subscriptions per 100 inhabitants.99 There are only two main 
mobile network providers in Dominica (Flow and Digicel), so a complete CDR analysis would not require 
data sharing agreements with a large number of telecommunications companies. Furthermore, there are no 
known patterns of non-representative or unequal cell phone ownership among certain subgroups; this means 
there is limited risk of bias or exclusion from CDR analysis. Additionally, though there is significant utilization of 
WhatsApp and other web-based applications, there is still high reliance on SMS and calling, and these forms 
of communication often increase during a crisis. The IOM Dominica country team also suggested that CDR 
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data could help to plan evacuations.

Section 3: Regulatory and Policy Considerations 
In Dominica, the data privacy space is not well regulated, which has been a sticking point for humanitarian 
organizations in the past.100 Dominica, along with other the Caribbean Forum (CARIFORUM) states, signed 
the Economic Partnership Agreement with the EU in 2008 to promote protection of personal data, but it has 
not taken steps to follow through on the agreement. Dominica does not have a legal mandate, institutional 
framework, or regulatory framework for data protection.101

 
However, there is regulation of the telecommunications industry relevant to the access and use of CDR data. 
MNOs are regulated by the National Telecommunications Regulatory Commission (NTRC) and the Ministry 
of Economic Affairs, Planning, Resilience and Sustainable Development, Telecoms and Broadcasting. Article 2 of 
the Telecommunications Act (2000) states that MNOs are responsible for “the protection of the interests of 
subscribers... with respect to privacy.”102 For this reason, MNOs have privacy policies, and subscribers’ personal 
information and proprietary network information is considered confidential. The decision to share data is at 
the discretion of the companies. One government official suggested that MNOs would not be likely to share 
personal CDR data, but if IOM or another organization were to build a relationship with MNOs and make a 
detailed request for aggregate trends or numbers, the MNOs would likely provide this information.103 There is 
also an Emergency Power Act which allows the government to assume control of and regulate all means of 
communication in the event of an emergency, which might enable the government to access CDR data for a 
limited time during a crisis.104

 
Section 4: Ethical Considerations
Some people in Dominica may be skeptical of MNOs interfering in their lives.105 However, there seems to 
be trust in the Dominican authorities responsible for disaster response. In fact, Dominica is seeking to be 
the first fully climate resilient country in the world. A government official suggested that even though data 
confidentiality is paramount, if future use of CDR data in humanitarian response is communicated to the 
public and branded as part of this resilience effort, the public would likely be supportive.106 Still, stakeholders 
expressed concern about increasing risk the longer CDR data is available and used, and suggested use should 
be limited to times of crisis.
 
Indigenous Dominican populations are considered vulnerable; although interview respondents believe this 
group has access to cell phones, it would be important to verify that they would not be inadvertently excluded 
from CDR analysis. The situation of the Haitian-born population and other migrants also raises important 
ethical questions regarding the use of CDR in Dominica; there have been increasing tensions around illegal 
immigration between these communities and the authorities due to concerns that illegal immigration increases 
the risk of COVID-19 transmission. Nevertheless, most stakeholders do not believe the government would 
have an interest or ability to abuse CDR data for deportations. IOM generally has a close working relationship 
with the government, but is not legally required to share its data.
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Ecuador

Section 1: Overview of Humanitarian and Displacement Context
In Ecuador, internal displacement stems from violent incidents and natural disasters. Most notably, earthquakes 
rocked the Ecuadorian coastal provinces of Esmeraldas and Manabí in 2016, displacing 289,000 people.107 The 
Venezuelan crisis, however, has eclipsed other sources of displacement as the largest cause of displaced people 
in Ecuador. Since 2015, 2.2 million Venezuelans have entered Ecuador in transit to their next destination, but 
an estimated 417,199 have come to stay, and that number continues to increase.108 While both international 
and internal displacement in Ecuador present opportunities for using CDR data, the international migration 
context presents additional practical and ethical concerns. 

Section 2: Practical and Technical Considerations
Ecuador’s Agency of Regulation and Telecommunications Control (ARCOTEL) estimates there are about 86 
active cell phones per 100 people in Ecuador.109 The country has three MNOs: a nationally-owned MNO, 
Corporación Nacional de Telecomunicaciones (CNT), and two private international MNOs, Movistar and 
Claro. After the 2016 earthquakes, all three MNOs activated emergency contingency plans which included 
deploying technicians and generators across the affected areas to restore services. Though 60% of mobile 
stations in Manabi were damaged by the earthquakes, the MNOs were equipped and ready to restore them.110 

IOM has had a presence in Ecuador since 1965, supporting the country in managing refugee resettlement and 
in humanitarian response. In 2018, IOM Ecuador began DTM operations in response to the migration flows 
from Venezuela. IOM deploys enumerators to the Ecuador-Colombia border and to key cities and routes 
where Venezuelan migrants are known to pass through to implement surveys and monitor flows. The reports 
generated by the DTM help identify the movement trends and needs of Venezuelan migrants.

In July 2020, the World Bank Group published a working paper on using big data to generate representative 
samples of Venezuelan migrant households for the Human Mobility and Host Community Survey (EPEC). The 
Bank partnered with Telefónica to analyze their database of CDR data and determine how many of its active 
mobile phones belonged to Venezuelans living in Ecuador. They estimated the total number of Venezuelan 
migrants in 2019 to be 470,095.111 The cellular service coverage that Ecuador shares with Venezuela, resilient 
communications infrastructure, and the precedent for using CDR to estimate Venezuelan migrants living in the 
country make Ecuador a good candidate for CDR data analysis from a practical lens; however, this use of CDR 
poses ethical risks concerning misuse of data. 

Section 3: Regulatory and Policy Considerations
As of December 2020, Ecuador has yet to ratify a Data Protection Law that was submitted by President 
Moreno to the National Assembly in 2019. Though the constitution guarantees the right to protection of 
personal information and the right to authorization of any gathering, processing, or dissemination of personal 
data, it requires a sluggish adjudication process and is not effective in practice.112 

Ecuador has legal bodies that serve in part to protect personal data, particularly the Organic Law on 
Telecommunications 2015 and the National Directorate of the Public Data Registry (Dinadarp). The Organic 
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Law on Telecommunications establishes that users have the right to privacy and protection of their data. The 
law also prohibits MNOs from using personal data to promote commercial services and products without 
consumer consent. 

In 2019, the Minister of Telecommunications and Information Society introduced a bill, originally drafted by 
Dinadarp, on the protection of personal data to Ecuador’s National Assembly. The bill would elevate personal 
data protection to GDPR standards and establish an administrative body to enforce data privacy rights.113 
The bill will regulate the timeline on data conservation, data quality, data owner’s rights, data security and 
responsibilities, and international data transfers.114

Section 4: Ethical Considerations
In September 2019, an Ecuadorian-owned data analytics company, Novaestrat, experienced a data breach that 
leaked the personal data of more than 20 million individuals, most of whom were located in Ecuador.115 This 
breach incited public concern over data protection in Ecuador and highlighted the gap in the country’s data 
security.116

In a June 2019 DTM survey of the Venezuelan population in Ecuador, IOM Ecuador reported that an average 
of 13.2% of Venezuelan migrants experienced gender violence. 47% of those surveyed also experienced 
discrimination based on their Venezuelan nationality, the majority (78.6%) of that discrimination occuring in 
Ecuador.117 The Working Group for Refugees and Migrants in Ecuador, part of the Response for Venezuelans 
initiative (R4V), corroborated the DTM survey with their own needs assessment report in 2020. The report 
also highlights the discrimination that Venezuelans face, showing that 63% of those surveyed reported facing 
some form of discrimination.118 In July 2019, the Migration Policy Institute carried out a survey on the migrant 
experience in Ecuador. Of the migrants surveyed, about 12% of Venezuelans expressed no trust in migration 
organizations, and notably, 21% of Venezuelan migrants surveyed said they did not trust Ecuadorian law 
enforcement at all.119 These survey results underscore the vulnerability of migrants in Ecuador but also that a 
significant portion of migrants are mistrustful of the government, authorities, and migration organizations. It will 
be important to consider how a CDR program might affect the level of trust that migrants have with either 
the UN or the government itself. 

As the COVID-19 pandemic began to spread throughout South America in early 2020, President Moreno 
issued an emergency decree permitting government access to satellite and mobile phone platforms to monitor 
those who tested positive for the virus or who were suspected to have come into contact with infected 
individuals.120 This was an unprecedented amount of access to personal data by the government. 

The heightened concern over data protection due to the 2019 data breach and the executive authorization 
of access to personal data during the COVID-19 pandemic present concerns for data security in Ecuador, 
especially for migrant populations who are experiencing increasing discrimination and who may lack trust in 
the government and in humanitarian organizations to support them. The use of CDR data could be helpful to 
monitor displacement of Venezuelans in Ecuador and provide more effective service delivery. However, it will 
be important to monitor the progress of the general data protection legislation and consider how this may 
help mitigate ethical concerns around cross-border displacement. 
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El Salvador

Section 1: Overview of Humanitarian and Displacement Context
Displacement in El Salvador is driven by complex crises which show few signs of abating. Insecurity is common 
due to persistent crime, violence, and repressive state tactics. Environmental factors such as natural disasters and 
food insecurity are also present; El Salvador is prone to floods, hurricanes, earthquakes, and droughts. In 2019, 
there were an estimated 454,000 new displacements (internal and cross-border) due to conflict or violence, 
while natural disasters caused approximately 13,000 new displacements in the first half of 2020.121 Rapid-onset 
hazards, especially earthquakes, have a high likelihood of recurrence. Overall, however, displacement is mostly 
slow-onset, high in magnitude, but largely atomized and individualized with few discernable geographical 
patterns,122  which poses challenges for the potential use of CDR data for monitoring displacement.

Section 2: Practical and Technical Considerations
The practical and technical context in El Salvador is generally conducive to implementation of a CDR program. 
El Salvador was an early adopter of new mobile technologies, due in part to poor landline infrastructure. 
Mobile phone penetration is the highest in Central America, with 148 mobile contracts per 100 people and 
about 9.4 million total subscriptions in 2018.123 There are four main MNOs in operation: TIGO, Claro, Movistar, 
and Digicel. Many Salvadorans own and switch between multiple phones or SIM cards with different providers, 
which may complicate CDR collection and analysis. Mobile coverage is strong (82% in 2016) especially in 
urban areas, and MNOs have been able to improve reach and quality of services due to recent advancements 
in digital technology infrastructure.124  

A lack of systematic data collection prevents regular and accurate assessments of migration in and from El 
Salvador, as well as an understanding of the profiles, locations, and needs of people who are displaced. However, 
there are some existing sources that attempt to estimate migration flows and caseloads. The immigration 
department, Dirección General de Migración y Extranjería (DGME), registers all deportees to El Salvador, 
and conducts a detailed interview including reason for migration, duration, departure location, and returning 
destination.125 This database is frequently used for research, though it excludes irregular migrants who are 
not deported, voluntary returnees, those granted asylum abroad, and IDPs. The Office of the Human Rights 
Ombudsman (PDDH) registers cases of internal displacement, though this data is limited to individuals who 
report and request assistance which likely leads to undercounting. Central American University’s Institute for 
Public Opinion (IUDOP) collects information from national surveys that include a question about whether 
respondents changed their residence due to threats during the previous year. Lastly, in 2016 IOM’s DTM 
produced a key informant study, gathering information on perceptions of migration, transit, and internal 
displacement in or between municipalities. IOM-DTM also conducts flow monitoring activities of Central 
American migrant caravans, including situational reports, population estimations, and characterization surveys.126 

Until 2018, the Salvadoran government did not recognize internal displacement and had no process to collect 
relevant information. A new Special Law approved in January 2020 provides for a registry of IDPs, which 
should improve government ability to measure, understand, and address internal displacement.127 Overall, 
however, data collection efforts are impeded by methodological limitations and lack of infrastructure and 
resources. Other considerations include migrants’ reluctance to provide information, speak with uniformed 
officers, or disclose violence for security or cultural reasons. Migrants fleeing conflict may change their phone 



Case Studies 4747Case Studies

number and not inform others of their departure or destination. 

Section 3: Regulatory and Policy Considerations 
El Salvador has a weak regulatory framework for privacy and data protection. There is no law explicitly 
regulating data protection, nor a specific entity or regulator that oversees data regulation, protection, or self-
determination.128 A patchwork of different laws contain provisions that together constitute the current legal 
framework for data protection, including the Constitution, the Access to Public Information Law (2011), the 
Special Law on Computer Crimes (2016), the Consumer Protection Law (amended 2018), and case law 
preventing non-authorized and inappropriate use of citizen personal data (2012).129 

In the telecommunications sector specifically, there are no applicable laws or provisions pertaining to data 
retention, transfers, or breaches, no regulatory body with power to enforce protections, and no applicable 
sanctions or penalties.130 El Salvador’s telecommunications legislation is liberal for the region as it encourages 
competition and permits foreign investment.131 The General Superintendence of Electrical Power and 
Telecommunications (SIGET) regulates telecommunication services.132 While the relaxed regulatory 
environment may empower IOM and government partners to collect and analyze data such as CDR, the lack 
of de jure or de facto legal accountability for misuse of data or violations of privacy also poses significant risks 
for privacy.

IOM’s main government partners in El Salvador include the Ministry of Foreign Affairs, the Ministry of the 
Interior, and other agencies.133 However, this analysis is limited in its understanding of the relationships between 
relevant stakeholders such as government, MNOs, civil society, and international organizations, and the extent 
to which CDR data could be made available to government agencies or IOM. Further research should 
investigate whether the Salvadoran government has the will, capacity, and resources to implement additional 
data protections if its involvement would be required to establish a CDR monitoring program. 

Section 4: Ethical Considerations 
CDR data could provide useful quantitative information to identify migration patterns and enable better 
coordinated humanitarian responses to rapid-onset natural disasters in El Salvador. However, it is unclear 
whether CDR would improve the humanitarian response to conflict or insecurity-related migration specifically; 
since these movements have few geographical patterns or hotspots, CDR data would likely be unable to 
distinguish between conflict-related forced displacement and other irregular migration. 

The lack of a regulatory framework and enforcement mechanisms makes CDR vulnerable to privacy violations 
or data misuse by malicious actors, or those with low data management capacity. Salvadorans displaced due 
to conflict and violence have particularly sensitive data and pronounced vulnerabilities. Location data, even 
if aggregated and anonymized, could pose serious security concerns especially if there is any possibility of 
subgroup identification. Displaced Salvadorans may also be unlikely to provide valid informed consent for 
CDR monitoring for insecurity reasons, even if displaced due to natural disasters. Lastly, more information 
is necessary to determine whether disparities in mobile phone use along various demographic lines may 
introduce bias into CDR analysis. 

The differing reasons for mobility and displacement are particularly salient considerations in this context, and 
the humanitarian principle of “Do No Harm” is paramount. The vast majority of forced displacement from 
El Salvador is due to insecurity and conflict, which presents the complicated challenge of whether and how 
to monitor migrants who intentionally disappear from society for safety. On the other hand, natural disasters 
and longer-term climate change, which are likely increasingly important drivers of displacement, may present 
a more ethically and practically suitable context for CDR monitoring in El Salvador. 
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Section 1: Overview of Humanitarian and Displacement Context
Displacement of people in Guatemala is characterized by both internal displacement and external migration. 
The Internal Displacement Monitoring Center (IDMC) reports 21,000 new displaced people due to disasters 
in 2019.134 Externally, Guatemala has sent large international migration flows since the 1980s. There are 
currently over one million Guatemalan emigrants abroad, which represents about 7% of the population.135

The drivers of forced displacement in Guatemala are generally divided into three broad categories: natural 
and climate related events; violence by organized crime, violence, and narcotrafficking; and forced evictions 
due to the expansion of large-scale business activities such as dams and plantations.136 The World Risk Index 
(2017) ranked Guatemala fourth globally for risk of becoming victim to an extreme natural event,137 and 
the country scores a 5.7 on the INFORM risk index.138 Some recent examples of rapid-onset events include 
the 2018 eruption of the Fuego Volcano, a 2017 earthquake in neighboring Chiapas, and perennial flooding 
during the rainy season. Guatemala is also affected by more gradual changes in climate. For example, the dry 
corridor is a region of the Northern Triangle of Central America that experiences extreme droughts. Small-
scale subsistence farmers are the most impacted, and an estimated 3.5 million people in the region require 
humanitarian assistance.139 

Section 2: Practical and Technical Considerations
The mobile phone context in Guatemala is generally favorable to a potential CDR monitoring program. 
There are 20.3 million registered cell phone users in Guatemala, and 118.7 subscribers per 100 inhabitants.140 

86.7% of the urban population owns a cell phone compared to 77.2% of the rural population, according to 
an estimate from government statistics.141 Extreme poverty populations and non-poverty populations differ in 
cell phone ownership rates at 65% and 90%, respectively.142 GSMA finds a gender gap in cell phone ownership, 
with 71% of the adult female population owning phones compared to 79% of the male population.143 The cell 
phone market in Guatemala is divided between three major competitors: TIGO with 51.72% of users, CLARO 
with 32.62% of users, and Movistar with 15.66% of users. 

A 2017 study by the World Bank group used CDR data to estimate poverty in five southwestern departments 
of Guatemala. The findings were compared to traditional survey methods to estimate poverty indices, showing 
comparable but not identical results. The paper concludes that more intricate methods of CDR analysis could 
be implemented in countries like Guatemala where fiscal resources for data collection are greatly limited.144

Section 3: Regulatory and Policy Considerations
Guatemala does not provide strong privacy or data protections, nor does the regulatory environment restrict 
the potential to access CDR data. At present, Guatemala does not have a comprehensive legal framework for 
data protection, although there is a draft data protection law, Bill 4090, that has been stalled in Congress since 
2009.145 The 1985 Constitution of Guatemala establishes the legal basis for data privacy rights in the country.146

Though no official regulatory entity for data privacy exists, data privacy cases have been brought to the 
Constitutional Court by the Ombudsman for Human Rights (Procuraduría de Derechos Humanos) on an ad 
hoc basis. Two landmark cases during the 2000s established data privacy precedence on a constitutional basis, 
when private companies were ruled against for commercializing personal data.147 

Guatemala
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The IOM Guatemala country office collaboratively built data systems and shared information with the 
Guatemalan government during the disaster response to the 2018 volcano eruption.148 IOM currently 
collaborates with 13 Guatemalan government agencies as well as USAID, nine other international organizations, 
and Casa del Migrante, a civil society organization.149

Section 4: Ethical Considerations
CDR technology has potential benefits for improving the speed and effectiveness of emergency response 
in Guatemala, an activity that IOM has engaged in since the 2018 volcanic eruption in close coordination 
with the Secretariat of the President’s Wife (SOSEP). DTM activities related to the eruption involved labor-
intensive survey data collection from shelters in the surrounding area.150 Aggregate CDR data could be used to 
better track movements of people fleeing rapid-onset natural events such as earthquakes, floods, or volcanic 
eruptions. CDR data could also be used to monitor the movements of migrant caravans traveling through 
Guatemala, which IOM currently approximates using on-the-ground surveys.151

Key concerns with the use of CDR data relate to the general humanitarian situation in Guatemala. If CDR data 
could be used by a malicious actor to harm an individual or group, this would raise grave concerns about the 
adoption of a CDR data project. For example, if the government of Guatemala or neighboring Mexico were 
able to track the movement of irregular migrants from El Salvador, Guatemala, or Honduras for migration 
enforcement purposes, even at the aggregate level, this would raise ethical concerns regarding CDR data 
use. During the 2020 COVID-19 pandemic, President Giammattei declared that he would detain and deport 
Hondurans who entered as part of a migrant caravan days earlier, citing the migrants’ failure to use masks as a 
justification. This demonstrates a clear precedent for heightened border and migration enforcement towards 
this population.152

As with past instances of CDR data for humanitarian purposes, direct informed consent is difficult to collect 
from users.153 Although Guatemala lacks a general data protection legal framework, certain laws do prohibit 
the use of sensitive or private data. From a regulatory standpoint, these concerns could be mitigated by 
aggregating and anonymizing data before it leaves the MNOs, as has been done in past instances of CDR use.
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Section 1: Overview of Humanitarian and Displacement Context
Over the last decade, the most notable displacement-causing disasters in Haiti were the 2010 earthquake 
and Hurricane Matthew in 2016, though subsequent hurricanes have caused additional displacement. In 2019, 
Haiti saw its first cases of displacement due to manmade conflict; 1,200 individuals were displaced due to 
civil unrest in the Port-au-Prince area.154 This displacement was not due to targeting of specific individuals or 
groups; rather, families were temporarily displaced when gang violence took place in their neighborhoods.155 
Natural disasters remain the primary driver of displacement in Haiti.

Although earthquakes are rare in Haiti, its location in the Caribbean makes it a common target for hurricanes 
and tropical storms, and poor infrastructure makes the country particularly vulnerable to damage from these 
storms.156 Haiti scores 6.6 on the INFORM risk index, classified as “very high risk” for crises and disasters.157

Section 2: Practical and Technical Considerations
Cell phone use is somewhat widespread in Haiti, with 59 subscriptions per 100 inhabitants, which roughly 
corresponds to one cell phone per Haitian adult.158 However, it is common for middle and high-income Haitians 
to have multiple cell phones or multiple SIM cards.159 Both of Haiti’s major cell phone operators, Digicel and 
Natcom, have unreliable service, so those who can afford it carry one SIM card from each operator and use 
the SIM card of whichever MNO seems to be functioning better on a given day.160 Together, these statistics 
suggest that there may in fact be a large number of Haitians without cell phones, but there is currently no data 
on how many Haitians have access to cell phones. 

Most Haitians use prepaid cell phones plans and top up their credits regularly, though in the immediate 
aftermath of the 2010 earthquake, it was difficult to buy credits in affected areas around Port-au-Prince.161 Cell 
phone infrastructure in Haiti is geographically widespread (Digicel, Haiti’s largest MNO, service covers 90% of 
the country) but service is notoriously unreliable, particularly in the aftermath of natural disasters.162  

CDR analysis can be valuable because the Haitian government has limited capacity to report its own 
displacement data; its Civil Protection Bureau reports on the displacement impacts of some events, but it does 
not conduct regular data collection.163 After displacement events, the Haitian government regularly requests 
support from IOM in gathering data about the demographics of displaced people and on vulnerabilities 
among displaced populations.164 

Since 2010, humanitarian organizations (including IOM and WFP) have used CDR in cooperation with 
Flowminder. Flowminder used CDR data to track displacement after the earthquake, finding that CDR data 
was consistent with data from other tracking sources. During the post-earthquake cholera outbreak later in 
2010 and after Hurricane Matthew in 2016, Flowminder used CDR in real time, sharing data with humanitarian 
organizations to complement other data sources on displacement. Flowminder is continuing to work with 
Digicel and IOM to use CDR data to inform the COVID-19 response in Haiti.165 

Haiti
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Section 3: Regulatory and Policy Considerations
Haiti currently has no laws, either drafted or enacted, focused on privacy and data protection.166 There are also 
no well-known civil society groups advocating for legal data and privacy protections.167 This lack of regulation 
and the low capacity of the Haitian government to collect, store, and disseminate data safely raise concerns 
about continued use of a CDR monitoring program in Haiti. 

Section 4: Ethical Considerations
The IOM Haiti country office already uses CDR data through a service contract with Flowminder.168 According 
to the country office, CDR analysis has been helpful in triangulation with other DTM data sources.169 
Flowminder analysis also suggests CDR data could be useful for predicting displacement trends ahead of 
a natural disaster.170 If CDR data can predict displacement ahead of a disaster, IOM could use this data to 
optimize where it arranges assistance for disaster victims.

However, continued CDR monitoring in Haiti does pose ethical risks. Using CDR data to supplement flow 
monitoring near Haiti’s border with the Dominican Republic could increase attention to the destination of 
Haitian migrants in the Dominican Republic, where they often face discrimination.171 Negative reactions could 
include increased discrimination or border closures, although the risk of the Dominican Republic closing 
its border with Haiti in the aftermath of a natural disaster seems unlikely. Relying on CDR data might also 
contribute to undercounting subgroups of displaced people. This includes children, who typically do not own 
cell phones and have often moved separately from their parents172 in previous displacement crises in Haiti.173 
This also includes the poor, who often carry small balances on their phones and might struggle to buy minutes 
and use their phones after disasters.174 

The use of CDR also risks infringing on Haitians’ privacy rights. There is no national law protecting Haitians’ 
data privacy, and there has not yet been a national conversation around what constitutes appropriate data use. 
Additionally, there are no prominent civil society groups in Haiti dedicated to protecting privacy rights. This lack 
of protections poses a serious ethical concern.

However, it’s notable that Flowminder has been operating in Haiti for over a decade, and there are no concrete 
signs of these harms occurring. There have been no known cases of increased discrimination toward Haitian 
migrants in the Dominican Republic or under-provision of resources to marginalized groups as as a result of 
CDR data. This suggests that Flowminder has operated with sufficient data protection policies and mindfulness 
of ethical data sharing practices. There has also been no public opposition to Flowminder’s use of aggregated 
data; however, most Haitians are not aware of Flowminder’s operations in their country.175 

To mitigate the risks of undercounting certain groups, IOM should continue using CDR data only in conjunction 
with other data strategies, such as key informant interviews and satellite image analysis. Supplementing CDR 
data usage with on-the-ground data collection can also provide data disaggregated by age, sex, and other 
variables of interest in a way that CDR analysis alone cannot. As IOM continues to partner with Flowminder 
and considers expanding this partnership, it would be ideal to commission additional research on disaggregated 
cell phone use patterns, as well as on data privacy views among Haitian citizens. 
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Honduras

Section 1: Overview of Humanitarian and Displacement Context
The primary causes of displacement in Honduras are extreme violence and conflict, from which 247,000 
people have suffered to date, and environmental degradation due to droughts and floods, which has affected 
17,000 people since 2018.176 Other drivers of displacement include dire economic conditions. The primary 
destinations for migrants and displaced persons have been Guatemala, Mexico, and the United States.

Section 2: Practical and Technical Considerations
As of January 2020, mobile phone penetration in Honduras stands at 73 subscriptions per 100 inhabitants, 
with over 8.2 million mobile connections throughout the country.177,178 90% of mobile phone subscriptions 
are prepaid.179 The major telecommunications companies are Tigo, which holds around 69.2% of the market 
share, and Claro, which holds about 30%. The small remaining share is held by Hondutel, which is state-owned 
and has a monopoly on international calls in Honduras. There are 36,186 cell towers in the country,180 and 
while this shows that overall mobile network coverage is high, more rural areas and areas with indigenous 
groups still lack adequate coverage.181 Honduras has also established the National Commission for Human 
Rights (CONADEH), an independent body that promotes the human rights of all “inhabitants and migrants”.182 
CONADEH also reports displacement.183 IOM does not have active DTM operations in Honduras at this 
time. 

Although mobile phone penetration is relatively high, Honduras has the highest prices for mobile phones 
as a percentage of monthly gross income per capita in the region, at 7.4%.184 Private investment in 
telecommunications infrastructure favors urban areas over rural ones, where topographical and population 
density issues disincentivize companies from investing. Because rural areas have sparser mobile network 
coverage, displaced populations in rural areas might lack adequate cell phone service, which could both 
exclude them from CDR analysis and prevent them from connecting to humanitarian assistance.  In recent 
years, activist groups have organized migrant caravans with several thousands of people to ensure safety from 
violence along the journey; aggregate CDR data could be useful to track movements and determine the size 
of the caravans. However, this raises a practical issue around the use of CDR data for monitoring cross-border 
displacement, as people often switch service providers and SIM cards when crossing borders. 

Section 3: Regulatory and Policy Considerations
Data protection laws in Honduras are not extensive, although the government has been working to improve 
data privacy governance and regulations.185 Laws defining protections and accountability mechanisms for 
confidential personal data, such as the Personal Data Protection Law, have been passed but not adequately 
enforced.186 Several Honduran CSOs work with multilateral organizations to advocate for digital transparency 
and access (including the Network in Defense of Digital Rights, the Panamanian Institute of Law and New 
Technologies [IPANDETEC] Central America, and Association for Participative Citizenry [ACI-Participa]).187 

The Personal Data Protection Law is vague in detailing exactly what types of data are protected, noting “any 
data that identifies or makes a specific person identifiable” and “any other related to honor.”188 The bill also 
proposed the “right to be forgotten,” where the government can erase personal data at the behest of an 
individual (stating reasons such as compromised “honor”). Civil society activists warn this could be exercised to 
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block or suppress public information that is important for citizens to know.189 The bill also proposes “exceptions 
to principles and rights”. Civil society activists worry that the Honduran government will use these exceptions 
to justify state security or electoral processes, given the wrought political history of the country.190 

Section 4: Ethical Considerations
CDR data usage has not been previously recorded in Honduras. Between distrust of government privacy 
commitments191 and violent crime-related threats, there is a risk that CDR data could be misused for tracking 
purposes, even if anonymized, especially if local actors are aware of migration routes or geographic distribution 
of subgroups. For example, Guatemala’s president  vowed to deport Hondurans from the most recent migrant 
caravan, citing the fact that members of the caravan entered the country without providing a required negative 
COVID-19 test.192 Using CDR data to track migrant caravans presents additional ethical implications in cross-
border contexts.

Several digital rights “watchdog” organizations have demanded the right to protection of personal data, rather 
than partial rights with state exceptions.193 Earlier this year, the crisis response and risk departments published 
an Executive Situation Reporta that included the names, ages, and addresses of infected people, and the report 
was leaked to the public.194 Given this context, the risks to privacy and protection of sensitive data are relatively 
high.   

For many reasons, CSOs and the larger public do not trust the government to protect human rights or privacy 
rights. A focus group conducted by IDMC detailed accounts from people who had been internally displaced 
several times who did not seek humanitarian assistance from the government due to a lack of regulatory 
frameworks for protections and a lack of confidence in institutions to provide assistance.195 Assessing the 
Honduran government’s legal and cooperative agreements on both displacement and data privacy is important 
to understand its sustained commitments to both citizens and MNOs.

Mobile populations seeking to escape violence, food insecurity, and unemployment in Honduras are in 
vulnerable positions, especially if they might face deportation back to Honduras or internment upon reaching 
their destinations in other countries. They might not wish to be tracked, even anonymously, especially if 
governments or private companies are working across borders. To assess opportunities and risks for CDR 
data use in Honduras, further qualitative research with displaced individuals as well as CSOs working on digital 
access and data privacy is required to better understand the in-country context. 

a  The President of Honduras issued an Executive Decree No. PCM-021-2020 that suspends constitutional rights due to the COVID-19 pandemic.
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Federated States of Micronesia

Section 1: Overview of Humanitarian and Displacement Context
The Micronesia is a collection of 607 islands in the Pacific Ocean, comprising four semi-autonomous states: 
Pohnpei, Chuuk, Yap, and Kosrae. Remote and geographically dispersed, Micronesia is located in what IOM 
refers to as the “typhoon belt.”196 The main source of displacement in Micronesia is rapid-onset weather-
related natural disasters, including typhoons, storm surges, and king tides. In 2015,  Typhoon Maysak displaced 
29,000 people (one third of Micronesia’s population), and destroyed an estimated 60-80% of the houses and 
90% of the crops in the main affected states, Chuuk and Yap.197 Typhoon Wutip in 2019 similarly left 11,575 
people food insecure.198 Owing to climate change, such disasters are likely to worsen in the coming years. 
With 88.5% of the population living within one kilometer of the coastal buffer and 100% within five, the risk 
of future displacement is very high.199

Parallel to rapid-onset natural disasters is a slower but consistent displacement process due to climate change. 
Rising tides and changing weather patterns jeopardize livelihoods that rely heavily on subsistence agriculture 
and fishing. Saltwater inundation of crops and fresh water causes food insecurity. This pattern of displacement 
includes movements to inner, main islands as well as cross-border to Guam and Hawaii in the United States.200

Section 2: Practical and Technical Considerations 
Micronesia stands out from the other case study countries in this report as a less conducive practical 
environment for a potential CDR monitoring program due to unique challenges. FSM Telecommunications 
Corporation (FSMTC),201 a state-owned public corporation, is currently the sole telecommunications provider 
in Micronesia202 although the government is working to increase competition in the industry.203 Cell phone 
penetration is low even by regional standards at 20.7% of the population. Cell coverage is mostly available on 
the main islands of the four states, but is much less accessible in the outlying islands if available at all.204 There 
are stark regional variations in connectivity.205 For example, while 47.9% of households in Yap have at least one 
active cell phone and receive a signal in their home, only 22.6% of households in Kosrae are connected.206 
Connectivity might have increased slightly since this data was collected in 2014, but poor network performance 
plagues even those with access to cell phones.

Access to and ownership of mobile phones are also highly segregated by class. 76.1% of those in the highest 
income quintile have either a phone or internet connection, compared to only 18.5% of those in the lowest 
quintile.207 Mobile service is costly, and those with cell phones spend a large share of their household expenses 
on mobile charges, which are second only to fuel.208 Internet connectivity stands around 35%, but is similarly 
expensive even by developing country standards, and prone to weather-related disruptions.209 Anecdotally, 
people with internet access tend to use Facebook Messenger for communication instead of costly SIM texts 
and calls.210 The government has prioritized increasing telecommunications infrastructure and has received 
$30.5 million from the World Bank starting in 2020 for these efforts.211 

With respect to humanitarian disasters specifically, data collection is mostly ad hoc data gathering for situation 
reports from humanitarian organizations and national agencies. Thus, there is a real lack of regular and reliable 
mobility data, during humanitarian disasters or otherwise.212 While there is an IOM presence in Micronesia, it 
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is mostly limited to disaster relief and recovery work, and there are no DTM operations.213 IOM has a good 
working relationship with the government, and they share data and information gathered around disasters.214 

Section 3: Regulatory and Policy Considerations 
There are no data protection, data management, or consumer privacy laws in Micronesia currently.215 However, 
the first Information and Communications Technology (ICT) and Telecommunications Policy was issued in 
2012 and outlines a goal of developing and implementing privacy and information security policies.216 As noted 
in interviews with government officials and representatives from the telecommunications regulatory authority, 
such rules could be forthcoming.217

Given the lack of data protection regulation, any sharing of CDR data from FSMTC to IOM would likely be 
possible so long as this is in line with FSMTC’s own data policies. Further, since FSMTC is a quasi-government-
owned public corporation and the sole operator, data sharing would likely be simpler because buy-in is 
required from fewer stakeholders. Privacy risks can be somewhat mitigated if FSMTC and IOM have robust 
data protection and management rules and if the privacy of affected individuals is enshrined in any data sharing 
agreements. However, given that the legal system is a mixture of common and customary law, it would be 
important to consider how understandings of personal privacy might be different in the different states, and 
how buy-in from traditional elders as relevant stakeholders should be sought.

The government’s capacity for enforcement of accountability mechanisms is low. The four states within Micronesia 
are semi-autonomous and all have separate court systems, and the judicial system, while independent, is “slow, 
weak, and lacks the ability to properly enforce judgments.”218 Alongside reports of non-uniform enforcement, 
the US Department of State has also noted that “transparency of government actions is typically based more 
on personalities than on the law.”219 These unique issues make the legal ramifications of pursuing CDR data for 
humanitarian purposes in Micronesia uncertain.

Section 4: Ethical Considerations 
There is currently no other data source providing displacement and mobility information in Micronesia, so 
CDR data, even if imperfect, could fill a large gap and help improve the timeliness and precision of humanitarian 
response. Given the inevitability of climate-related rapid-onset disasters in Micronesia in the future, the ethical 
imperative to pursue CDR is high.

Given the small size of the islands and the low share of the population that has access to mobile phones, the 
possibility of reidentification is a real concern. This concern is partially mitigated by the fact that Micronesia does 
not require SIM registration; individuals are not required to provide a national identification when registering 
for a SIM card.220 The risks of the mosaic effect are also fairly low, given the relative lack of other datasets to 
combine CDR data with. The low level of digitization of Micronesia lends itself to fewer privacy concerns for 
the use of CDR data; however, this calculus could change as the new World Bank project and subsequent 
digitization efforts move forward. Similarly, potential concerns about surveillance, especially given that FSMTC 
is quasi-government-owned, are non-zero but low due to low government capacity. 

As previously described, any CDR data available in Micronesia is likely not representative of the population 
given overall low levels of cell phone ownership and differential levels of access by class and geographical area. 
All SIM cards are pre-paid, meaning that poor people might be further “invisible” in CDR data if they do not 
have enough credits to use their phones during or after a humanitarian disaster. Furthermore, the places that 
would be the worst-hit, including low-lying outer islands and atolls, have the lowest levels of cell phone access 
and network coverage. Given these biases, there is a real risk that aid and relief spotlighting could further 
deprive the most affected populations if CDR data was to be used for humanitarian purposes in Micronesia.
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Philippines

Section 1: Overview of Humanitarian and Displacement Context
Most displacement is caused by rapid-onset natural disasters, including storms, floods, earthquakes, and 
volcanic eruptions, which displaced over four million people in 2019 alone.221 Poverty and the rapid growth of 
unplanned settlements, often in coastal areas prone to natural hazards, increase displacement risk. Displacement 
is primarily internal rather than international, but it can last from months to multiple years as communities 
face long-term recovery challenges. Around 70% of displaced people seek refuge with host families while 
about 30% stay in government evacuation centers.222 Unfortunately, the risk of disaster recurrence and future 
displacement is very high.  

A smaller but important source of displacement in the Philippines is the instability in the Bangsamoro 
Autonomous Region in Muslim Mindanao (BARMM). Despite a 2014 peace agreement and the creation of 
the BARMM in 2019, insurgent groups in the region continue to fight for more autonomy. Clashes between 
these groups and the Philippine military displaced 183,000 persons in 2019.223 Additionally, the presence of 
Islamic State (ISIL) in Mindanao has prompted government intervention and heightened policing.224

 

Section 2: Practical and Technical Considerations   
Eighty percent of Filipinos own mobile phones.225 Some have multiple mobile connections, resulting in a high 
penetration rate of 155 cell phone subscriptions per 100 inhabitants.226 GSMA’s 2020 Mobile Connectivity 
Index gave the Philippines an overall score of 62.8 out of 100, including a 65.0 in comprehensive mobile 
infrastructure and 79.1 in network coverage.227 There are two primary MNOs, Globe Telecom (with 29% 
of the market) and Smart Communications Inc. (54% of the market).228 A third MNO, Chinese-backed 
DITO Telecommunity, will be entering the market in 2021. Having multiple prominent  MNOs complicates 
humanitarian organizations’ access to CDR data because multiple data sharing agreements would be required. 
However, the Philippines’ Department of Information and Communications Technology’s simplification of the 
permit process for new cell towers and requirement that MNOs share infrastructure may lead to more 
coverage and capacity for CDR data use in humanitarian response.229

The main source of disaster-related displacement data is the government’s National Disaster Risk Reduction 
and Management Council (NDRRMC). Conflict-related data is supplied by the Mindanao Protection Cluster of 
the UNHCR.230 The Philippines Department of Social Welfare and Development (DSWD) has used the IOM 
DTM site assessment tool to monitor the needs of displaced populations in government evacuation centers. 
The DSWD has also piloted the DTM Biometric Registration and Verification (BRaVe) system to register 
vulnerable families in hazard-prone regions,231 and to expedite cash assistance in response to COVID-19.232

MNOs have already partnered with the Philippine government on disaster preparedness and response.233 
The NDRRMC works with MNOs to disseminate text messages to cell users in areas likely to be affected by 
incoming disasters. However, the government currently relies on 2015 census information to inform its post-
disaster estimation of affected persons.234 An interviewee from the IOM Philippines country office explained 
that the government has not yet used CDR data, but such information could help it better prepare for 
disasters.235 Specifically, the government could order more precise and timely evacuations, adequately prepare 
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evacuation centers, and help local partners allocate resources to where the majority of IDPs are located.236 
Current data gaps are due to outdated census information and government figures only reflecting entry 
into government camps.237 These figures fail to capture the majority of IDPs who stay with host families or in 
makeshift shelters; while these populations still need assistance, it is difficult to locate and accurately estimate 
their numbers. The use of CDR data could significantly accelerate the process of estimating and locating 
displaced populations and ensuring they receive necessary assistance.

The feasibility of a CDR program may also be affected by bias in CDR data. Mobile phone ownership is skewed 
toward more educated Filipinos and there is slightly lower mobile phone penetration in the BARMM.238 There 
is also lower ownership among individuals older than 35 and mobile ownership is 3% higher for females than 
males.239

 
Section 3: Regulatory and Policy Considerations   
The Philippines’ Data Privacy Act holds companies and organizations accountable for data they collect and 
store. The law falls under the jurisdiction of the National Privacy Commission (NPC)23 and requires compliance 
by any entity with more than 250 employees or with access to personal data of at least 1,000 people.240 
Compliance includes the appointing of a Data Protection Officer who implements internal privacy policies 
and reports any breaches to the government. This level of data protection is unique among the case studies 
and makes the use of CDR for monitoring mobility in the Philippines potentially more attractive.Despite this 
national regulation, in March 2016 the Philippines fell victim to one of the biggest data breaches in history. 
The personal information of over 55 million registered voters was leaked from the Commission on Elections’ 
database.241 In response, the NPC committed to enhanced compliance monitoring by prioritizing certain 
sectors and conducting privacy sweeps and on-site visits.242 Recently, the NPC pursued similar measures to 
address the mishandling of COVID-19 contact-tracing data by businesses.243

        
IOM has implemented agreements with the Philippine government that stipulate data sharing expectations, 
but currently has no formal data sharing agreements with the government or with MNOs. The IOM Philippines 
country office believes direct data sharing agreements should be between the government and MNOs to 
ensure data is protected in compliance with the Data Privacy Act; IOM could then request access to data 
such as CDR.  A controversial privacy topic in the Philippines that can shed light on the potential risks and 
opportunities of a CDR program is the newly codified national identification system, PhilSys, and its use of 
personal demographic data and biometric technology. PhilSys requires consent for any third-party disclosures, 
and the public has been assured data will be encrypted as well as divided and stored in multiple databases. 
However, many remain wary of this program’s implications for data security.244 It will be important to observe 
this process closely, learn from any mistakes, and consider how its successful privacy measures could be applied 
to CDR data use in humanitarian response. 

Section 4: Ethical Considerations  
Due to its vulnerability to natural disasters, the Philippines has continued need for top-notch disaster response 
mechanisms. CDR data has the potential to significantly alleviate the prolonged challenges faced by IDPs by 
locating vulnerable populations more rapidly and better targeting resources. At the same time, there are 
some relevant ethical risks. Displacement-affected areas of Mindanao are known targets for human traffickers, 
especially of women and children, due to high numbers of impoverished IDPs looking for work. Indigenous 
populations in remote southern areas often fall prey to rebel groups as insurgents run out of provisions; 
this forced association could cause them to be targeted as rebel sympathizers. Similarly, activists and CSOs 
suspected of being sympathetic to leftist insurgents are targeted by government supporters. If the availability 
of CDR allows for identification of these vulnerable subgroups through the mosaic effect, this data could be 
used by malicious actors, exacerbating the risks for these groups.
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